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Executive Summary and Key Findings

Around the world, countries and cities chasing improved resource allocation, increased efficiency,
enhanced public safety, and sustainable growth are turning to a range of networked technologies
to help manage everything from government services to traffic patterns. The collective term for
these technology solutions has become “smart cities,” first coined in the 1990s but re-introduced
with its current meaning by IBM in 2008. Smart cities can refer to an entire urban ecosystem
employing smart cities principles or to the constituent technologies and applications that make up
that ecosystem. While there is no standard list of “smart cities” technologies and applications, at
its core, the term signifies the use of digital technology to collect and share data about municipal
operations that had been previously unavailable or disaggregated, allowing for improved
municipal management and services. Successful development and deployment of smart cities
technologies is likely to have major social and economic impacts as massive amounts of data are
collected and used to improve efficiency in daily life and optimize or automate previously
burdensome or inefficient governance tasks.

China has become a global leader in smart cities initiatives, combining embedded sensors,
metering devices, cameras, and other monitoring technologies with big data processing and
artificial intelligence (Al) analysis to help manage its cities and public spaces. Its leadership has
clearly signaled the importance of smart cities development, elevating it to a national strategy, and
has poured government resources into furthering its growth. China reportedly has nearly 800 smart
cities pilot programs underway or in planning, which would be more than half of the total smart
cities around the world. As China’s state-run news service Xinhua recently editorialized, China
believes it will win “the global race toward building an intelligent and data-driven society.”

While the improvement of municipal infrastructure is ostensibly benign, the pace, scale, and
application of China’s smart cities development poses new and substantive challenges to U.S.
interests at home and abroad. U.S. support for global smart cities development is tied to broader
foreign policy initiatives intended to bolster support for a values-led system and offer an alternative
to authoritarian development models. While the United States is itself a world leader in developing
smart cities technologies, its sustained position is by no means guaranteed, particularly given how
aggressively and successfully China has advanced in these areas.

Moreover, how countries use the data that smart cities platforms collect is a concern. Technologies
that by definition capture and synthesize massive amounts of real-world, real-time data on people’s
daily lives can easily be deployed in a manner that threatens personal privacy or even national
security. This is a concern for the United States and other countries considering the risks of
including Chinese technologies in their critical infrastructure. China is actively promoting its smart
cities solutions abroad via the Belt and Road Initiative’s technology engagement policies, making
a thorough understanding of these potential risks especially timely.

This report seeks to answer the following research questions. First, it focuses on the policies the
Chinese government has enacted to promote smart cities and China’s progress in implementing
smart cities and key enabling technologies, particularly with respect to mass surveillance. Second,
the report describes China’s efforts to promote its smart cities technologies abroad and the
potential impact of this promotion. Finally, the report compares the state of smart cities
development in China and the United States, identifies potential risks to and vulnerabilities in U.S.
critical infrastructure stemming from the use of Chinese products, and describes the implications
of China’s smart cities development for U.S. national security and global competitiveness.



The research for this report relied on Chinese and English language sources, including government
announcements, academic papers, news items, and industry reports.

Key Findings

In order to better inform the U.S. government and Congress as they assess how to secure U.S.
economic and security interests vis-a-vis Chinese smart cities plans, this report identifies a number
of key findings:

Chinese Smart Cities Policies

Smart cities are part of a decades-long pattern of Chinese government programs that seek
to digitize and “informatize” cities to improve China’s comprehensive national power and
internal strength.

The central government’s top-down approach to smart cities pilot programs and shift away
from city-led initiatives has led to the centralization of decision-making and the
decentralization of implementation. This has resulted in a nonlinear and unpredictable
development trajectory for Chinese smart cities that allows for course-correction and
experimentation.

Chinese smart cities policies have begun to coalesce and standardize after an initial period
of experimentation and bureaucratic overlap.

Chinese Smart Cities Development Trends

The development of Chinese smart cities technology is primarily top-down, driven by
government investment, and generally aligns with regional development patterns—with
the bulk of projects located in China’s more economically-developed eastern seaboard.

Estimates of the size of the smart cities solutions market in China vary widely and their
reliability is somewhat unclear; Chinese consulting firms bullishly pegged the market at
RMB 7.9 trillion ($1.1 trillion)! in 2018 and projected a 33 percent compound annual
growth rate between 2018 and 2022.

Chinese municipal authorities charged with smart cities development commonly cite
transportation, public services, public safety, education, healthcare, and environmental
protection as focus areas for Chinese smart cities projects.

While there are numerous noted examples of the successful deployment of smart cities
solutions in China, many challenges still exist, including long-term program sustainability,
insufficient information-sharing mechanisms between governing authorities, and a dearth
of accurate information about actual progress in smart city development funding and
implementation. Together, these deficiencies hinder a more widespread embrace of smart
cities across the country.

Chinese Surveillance

Chinese government officials are embracing smart cities technologies—especially the
Internet of Things (IoT), mobile internet, cloud computing, and big data—to expand,
improve, and automate information collection and analysis for mass surveillance.

! The exchange rate used in the report is RMB 7.14798 for every $1.



Much of the implementation of this “smart surveillance” occurs at the local level, although
local surveillance programs are increasingly tapping into national-level information and
network resources.

Massive local implementation of smart cities surveillance has created difficulties in
upgrading surveillance equipment and fostered a low degree of standardization and
integration for systems deployed in different regions and localities in China.

Even as China embraces smart cities technologies to surveil its people, it continues to use
volunteers to monitor the actions of the general population and to augment smart city
surveillance. This practice of “mass defense, mass rule” (#£F#£75) is a continuation of
historical Chinese Communist Party (CCP) surveillance efforts that stands to benefit
greatly from increased use of smart cities technologies.

China’s current mass surveillance efforts and the industry that supports them are some of
the largest and most prolific in the world, but China’s future ambitions for domestic mass
surveillance likely dwarf the size and scope of its current extensive surveillance state. The
CCP’s intent to deploy 626 million video cameras by 2020, widening adoption of artificial
intelligence, and functionally nonexistent civil rights protections are laying the
groundwork for a digital panopticon.

Chinese Promotion of Smart Cities Technologies Abroad

Chinese technology companies have been successful in promoting and installing smart
cities technologies around the world. Analysts identified 398 reported instances of 34
different Chinese firms exporting smart cities technologies through involvement in smart
cities development projects in a total of 106 countries.

The Belt and Road Initiative (BRI), China’s signature foreign policy, highlights smart cities
as a “strategic opportunity” for Chinese firms to expand abroad. While these plans do not
include specifics about future expansion, it is likely that smart city promotion as part of the
Belt and Road Initiative will continue to be an international priority with backing from the
highest levels of the Chinese government.

In developing nations, smart cities projects focused on installing surveillance technologies
and network infrastructure have been notable successes of Chinese national champions like
Huawei, often with the financial backing of state-owned banks like the Export-Import Bank
of China.

Chinese firms see more developed countries as valuable sources of technology and
expertise as well as markets for Chinese technology, frequently developing partnerships
and establishing joint laboratories in these countries. These partnerships are used in part to
promote Chinese technology standards and expand access to advanced technology and in
part to improve international perceptions of Chinese firms.

Though clear information on data sharing arrangements between Chinese technology firms
and local governments abroad could not be found, expanding access to global data sets to
include these firms gives them a market advantage and may aid Chinese intelligence
collection efforts.

Through all of these avenues, the growth of Chinese smart cities exports presents a serious
economic and security challenge to the United States.



Smart Cities in the Context of U.S.-China Relations

e The United States government has adopted a bottom-up approach to smart city
development that stands in contrast to China’s top-down model, taking a “convening”
rather than a leading role and encouraging localized implementation, with a policy focus
on security and privacy as “first order design principles.”

e The United States has tied its promotion of smart cities abroad to larger policy initiatives
under the Indo-Pacific strategy that emphasize a values-led system as an alternative to
authoritarian development models (namely, China’s BRI).

e Challenges in capturing and categorizing data make comparisons of U.S. and Chinese
smart cities technologies difficult, but evidence suggests that Chinese hardware is broadly
on par with U.S. products, while Chinese software lags behind U.S. offerings.

e What makes U.S. smart cities policies lasting and sustainable in the long run—the bottom-
up approach that leverages local skills and advantages—also makes these communities
vulnerable to compromised technologies in city infrastructure and systems, Chinese or
otherwise, as the focus has historically been more on local priorities and needs than a
unified, national approach to privacy and security.

e While the U.S. government has taken some steps to secure ICT systems and supply chains,
Chinese smart cities products are still in use across the United States, despite known
vulnerabilities and suspected potential for compromise through PRC legal mandates
requiring Chinese firms to share information with their government.

Recommendations

On the basis of these key findings, the authors offer the following recommendations to ensure
U.S. global competitiveness in overseas smart cities markets, safeguard U.S. national security
interests at home and abroad, and protect the privacy of U.S. citizens:

1) To better quantify the spread of foreign smart cities technologies in U.S. domestic
systems, encourage the creation of local and regional oversight task forces to collect
more accurate data, identify potential risks in foreign investment in domestic
infrastructure, and maintain an information-sharing mechanism between these
communities.

One of the fundamental challenges identified in this report is the dearth of quantifiable knowledge
regarding the scope and nature of new smart cities technologies and the possible risks increased
global adoption of these technologies poses. The U.S. government must first characterize the
inflow of foreign smart cities technologies, determining both volume and capabilities of smart
cities products coming into the United States. Reports designated under U.S. Code Title 13 from
the U.S. Census Bureau to Congress (in conjunction with the Bureau of Economic Analysis and
U.S. Customs and Border Protection) could be modified to include specific reporting on smart
cities technology imports, with these technologies prioritized according to U.S. national security
concerns. The Bureau of Economic Analysis also reports on U.S. businesses with significant
foreign investment, and these studies could be correlated with a list of U.S.-built smart cities
technologies to capture the full range of potential security risk.

The Department of Commerce, potentially in partnership with the Department of Homeland
Security’s Cybersecurity and Infrastructure Security Agency (CISA), should work with state and
local governments to establish a task force structure that includes input from stakeholders in



government, academia, and industry. The task force should produce annual reports on smart cities
best practices and risks. Alternatively, Commerce could commission a National Academies effort
to convene the task force.

This effort could be the first step in a process leading to some form of smart cities stimulus to
develop and apply smart city technologies. Stimulus money run through the Department of
Commerce’s Economic Development Administration would be tied to city and regional adherence
to best practices established by the task force reports, meeting local needs through the task force
process and removing the requirement for overly prescriptive regulation of technologies. The
results of the task force reports could also inform the international efforts of the State Department’s
Division for International Communications and Information Policy (CIP) (outlined in
Recommendation 3).

2) To mitigate the global spread of Chinese smart cities technologies, support U.S.
competitiveness in international smart cities markets.

To achieve this goal, the U.S. government should pursue a two-track approach. In the short term,
it should continue investing resources and personnel to support U.S. businesses in key regions such
as Southeast Asia and Africa to keep abreast of not only smart cities development trends, but also
as an effort to outpace China in these markets. The State Department’s Bureau of Economic and
Business Affairs should initiate studies of specific smart cities trends in these key regions
examining market and investment indices. Congress should also consider tax incentives to U.S.
businesses investing in key smart cities technologies, possibly through adjustments to the Research
and Experimentation Tax Credit, while the United States should incentivize nations in strategic
regions to invest in U.S.-produced technologies, potentially with loan guarantees through the U.S.
International Development Finance Corporation, the U.S. Export-Import Bank, or in coordination
with treaty allies such as Japan and South Korea that are already investing in smart cities
technologies for developing nations.

In the long term, Washington should study demographic trends and identify future cities and
regions likely to invest in smart cities technologies, particularly as China works to overcome issues
of market access. The Department of Commerce should initiate a series of workshops or
roundtables with key U.S. tech sector companies, researchers, and other stakeholders (such as from
the Institute of Electrical and Electronics Engineers (IEEE)) to determine what policies and
information would be most useful for the U.S. private sector to compete in international smart
cities technologies markets. The meetings should also involve Department of Defense and
Department of Homeland Security personnel to highlight U.S. policy and best practices regarding
the national security implications of the rising influence of Chinese smart cities technology
companies and could incorporate reporting from the task force discussed in Recommendation 1.

3) Support U.S. participation in standard-setting and smart cities technology adoption
abroad.

The United States and its allies can leverage comparative advantages in smart cities technologies,
providing more attractive options to consumers while allowing for economies of scale and
promotion of shared values. To this end, the CIP should increase engagement with U.N. and
international standards organizations such as the International Telecommunication Union (ITU),
the Internet Governance Forum (IGF), and International Organization for Standardization (ISO)
to ensure that the United States advocates for its interests and protects the adoption of high-quality
standards. Domestically, the Department of Commerce’s National Institute of Standards and
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Timing (NIST), CIP, CISA, and other stakeholders should develop a specific smart cities program
to coordinate efforts to influence standards, promote U.S. technologies, and disseminate best
practices regarding safe city applications. Congress should continue support of the Better
Utilization of Investments Leading to Development (BUILD) Act of 2018 that transforms the
Overseas Private Investment Corporation (OPIC) into the U.S. International Development Finance
Corporation (DFC), while the U.S. Export-Import Bank should continue its Smart Cities, Regions
and Communities Export Initiative.?

4) Prioritize Five Eyes countries, treaty allies, and countries with U.S. military bases to
determine whether or not there are present vulnerabilities within these countries’
government facilities and critical infrastructure stemming from the use of Chinese
products.

The United States should use existing intelligence-sharing channels and facilitate coordination
with relevant trade counterparts to acquire data on security vulnerabilities arising from the use of
smart cities technologies. The July 2018 meetings of Five Eyes representatives in Ottawa and Nova
Scotia, Canada on the topic of 5G technologies and the potential threat posed by Huawei products
could serve as a model for a broader discussion of Chinese smart cities technologies. That meeting
also led to a coordinated strategy with trade and security partners such as Germany and Japan in
responding to potential threats from Chinese 5G technologies, again presenting a model for future
international strategies related to Chinese smart cities products and services. This international
activity could be part of a coordinated effort that includes the domestic task force study discussed
in Recommendation 1, first determining domestically the extent of security vulnerabilities and then
using existing intelligence channels to share findings with partners and allies.

5) Consider legislation that clearly outlines categories of critical infrastructure that
should be more insulated from supply chain infiltration by nations with adversarial
and aggressive intelligence collection priorities like China.

This report finds that regardless of the actual degree of reliance upon Chinese smart city products
in U.S. smart city applications, Chinese dominance of the supply chain for high-technology
products suggest that the risk of supply chain infiltration will be nearly impossible to eliminate.
Nevertheless, the United States should undertake measures to insulate certain types of critical
smart city infrastructure from supply chain infiltration by Chinese companies, especially core
telecommunications infrastructure, electrical power grid systems, and other categories that
together make up the foundation of smart city development. Careful research and legislation could
establish protected categories of smart city infrastructure to mitigate or lessen the risk of supply
chain infiltration that could increase the number of viable and vulnerable attack surfaces available
for exploitation by an adversary. There is already precedent in China for these types of measures,
suggesting that some degree of reciprocity from the United States may be warranted: China’s
Measures for the Protection of Information Security Levels, also referred to as the Multi-Level
Protection Scheme, prescribes categories of information and data management technology that are
critical to national security and therefore cannot use foreign suppliers.

2 “Smart Cities, Regions and Communities: Export Opportunities,” International Trade Administration, Summer
2016, https://www.trade.gov/markets/smartcities.pdf.



Introduction

The term “smart cities,” with its connotations of ultra-modern order and efficiency, has long
existed as a conception of idealized urban planning.> Along with antecedent ideas like intelligent
cities, digital cities, and wired cities, smart cities framed the thinking of individuals who wanted
to bolster the entrepreneurial, political, and cultural capital of cities, using technology as a means
to connect and empower people. It also inspired individuals who believed that technology could
provide unprecedented, efficient control of urban utilities and services.* These early, abstract
notions of smart cities fueled visions of metropolises transformed by technology and made
markedly better in the eyes of political, economic, and cultural stakeholders.’

Technology advances have made it possible to begin making these nebulous conceptions of smart
cities more concrete and have clarified shared understandings of what technologies and
components should be considered part of smart cities. IBM has been particularly influential in this
respect. The company introduced smart cities as a marketing initiative in 2008, arguing that the
world’s increasing trend towards urbanization created imperatives for technology-driven solutions
to improve the livability and manageability of urban spaces.® The rise of cities, in both number
and size, created challenges—in areas like pollution, public safety, energy, and transportation—
that were likely to become increasingly severe.” Left unresolved, these problems could hinder the
economic, political, and social capital that was uniquely concentrated in cities.

IBM helped advance the notion—especially in China—that data from a city’s core operational
systems could be integrated and shared over interconnected networks, allowing for more optimized
responses to needs.® As one IBM report argued, “Technological advances mean that aspects of the
operation and development that city managers have previously been unable to measure—and
therefore unable to influence—are increasingly being digitized... With the greater digitization and

* Amy Glasmeier and Susan Christopherson, “Thinking About Smart Cities,” Cambridge Journal of Regions,
Economy and Society 8, 2015: 3-12,
https://dusp.mit.edu/sites/dusp.mit.edu/files/attachments/publications/Smart%20Cities%20CJRES%20021415.pdf.

4 Pablo Chamoso, Alfonso Gonzalez-Briones, Sara Rodriguez, and Juan M. Corchado, “Tendencies of Technologies
and Platforms in Smart Cities: A State of the Art Review” Wireless Communications and Mobile Computing, 2018,
accessed at https://www.hindawi.com/journals/wcmc/2018/3086854/; Rob Kitchin, “Making Sense of Smart Cities:
Addressing Present Shortcomings,” Cambridge Journal of Regions, Economy and Society 8, 2015: 131-136.

5 Amy Glasmeier and Susan Christopherson, “Thinking About Smart Cities,” Cambridge Journal of Regions,
Economy and Society 8, 2015: 3-12,
https://dusp.mit.edu/sites/dusp.mit.edu/files/attachments/publications/Smart%20Cities%20CJRES%20021415.pdf.

¢ Susanne Dirks and Mary Keeling, “A Vision of Smarter Cities,” IBM Institute for Business Value, June 2009,
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interconnection of a city’s core systems, the newly gained information can be used for intelligent
and informed decision making.”

The precise definition of smart cities and the scope of technologies and applications that should be
considered part of the concept continues to be a topic of debate, but the basic elements are
relatively consistent.!® Most definitions of smart cities focus on the technology-enabled acquisition,
integration, analysis, and application of data from a city’s core management systems, such as
physical infrastructure, transportation infrastructure, or utility infrastructure. One of the simplest
definitions for smart cities, derived from academic perspectives, is “the use of technology to
facilitate the coordination of fragmented urban sub-systems.”!! Most other definitions are
substantially more complex, such as the one used by China’s first smart cities-focused investment
fund, which states, “Smart cities refers to a system of systems of physical infrastructure,
information infrastructure, social infrastructure, and commercial infrastructure, encompassing an
area’s population, transportation assets, energy resources, commercial activity, and
communications, that are interconnected with the help of next generation information technologies
like the Internet of Things, cloud computing, and decision-making optimization. Smart cities allow
a city to implement rapid command and decision-making, real-time incident response, and
coordinated operation of city services.”!?

e The acquisition of data in a smart cities system refers to the use of technology to collect
and monitor data inputs from a broad range of infrastructure components. It involves
turning the workings of these components (e.g., traffic flow, water quality, or the
movement of people around a city) into measurable data points. Relevant technologies for
these tasks include sensors, radio frequency identification (RFID), satellite positioning,
card readers, and video capturing devices.'?

e The transmission of data in a smart cities system refers to elements within the various core
systems of a smart city that exchange data, regardless of location, supporting constant
machine-to-person and machine-to-machine communication. This component can also
include data storage. The technologies involved in these operations can include specialized

9 Susanne Dirks and Mary Keeling, “A Vision of Smarter Cities,” IBM Institute for Business Value, June 2009,
https://www-03.ibm.com/press/attachments/IBV_Smarter Cities - Final.pdf; Kelly Yang, Aideen Clery, and
Domenico Di Lello, “Smart Cities in China,” EU SME Centre, 2015: 1-34.

10 Fan Yang and Jian Xu, “Privacy Concerns in China’s Smart City Campaign: The Deficit of China’s Cybersecurity
Law,” Asia and the Pacific Policy Studies 5, 2018: 533-543.

' Amy Glasmeier and Susan Christopherson, “Thinking About Smart Cities,” Cambridge Journal of Regions,
Economy and Society 8, 2015: 3-12.

12 Harfor Fund Management Co., Ltd. 4 & 345 P B /A 7], “[Harfor Smart City Flexible Configuration Mixed
Securities Investment Fund Prospectus] (488 % 240 7 R iHHC B IR A AR 4% AL S H 5510 B 5),” 30 April
2019, http://static.cninfo.com.cn/finalpage/2019-06-15/1206359539.PDF.

13 Li Lifeng 4= 37.0& and Fan Jituo #£4k#f, “[Xiong’an New District’s “Smart Cities” Article: Smart on the Cloud]
(23T X 2 B BTk = BRI E),” Sinolink Securities [E 4:1F#7, 21 August 2017; Antoine Bagula,
Lorenzo Castelli, and Marco Zennaro, “On the Design of Smart Parking Networks in the Smart Cities: An Optimal
Sensor Placement Model,” Sensors 15, no. 7 (2015): 15443-15467; Kelly Yang, Aideen Clery, and Domenico Di
Lello, “Smart Cities in China,” EU SME Centre, 2015: 1-34; Susanne Dirks and Mary Keeling, “A Vision of
Smarter Cities,” IBM Institute for Business Value, June 2009, https://www-
03.ibm.com/press/attachments/IBV_Smarter Cities - Final.pdf.



video networks, wired and wireless networks (including 5G), cloud networks, and data
centers.'*

¢ Finally, the integration of data in a smart cities system refers to structuring and combining
data inputs. Big data, which helps to organize incoming data, and artificial intelligence (AI),
which helps to analyze and interpret data, are both critical technologies for this aspect of
smart cities operations.

Once acquired, transmitted, and processed, smart cities data can be applied in any number of areas,
creating unprecedented awareness of the movement, location, and condition of objects within a
city. A representative sample of smart cities application areas is provided in Table 1.

Table 1: Potential Smart Cities Application Areas!’

Application Area Applications Application Area Applications
Smart streetlights .Real—tlm.e public transit
information
Dynamic electricity pricing Digital public transit payments
Home energy automation systems Autonomous vehicles
Energy Predictive maintenance of

Building automation system .
gauto on systems transportation infrastructure

Energy recycling Smart parking
E istribution automati Mobility . .
nergy distribution automation Intelligent traffic signals
systems
Water consumption tracking Congestion pricing
Wat Leakage detection and control Real-time road navigation
ater Y ;
Smart irrigation Car sharing
Water quality monitoring Bike sharing
Emergency response optimization Traffic control and management
Real-time crime mapping Digital Fracklng and payment for
waste disposal
Waste PP :
. . Optimization of waste collection
Facial recognition
routes
Security License plate recognition Integrated Emergency response systems
Predictive policing Platforms E-governance

Smart surveillance

Early warning systems

Crowd management
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Clery, and Domenico Di Lello, “Smart Cities in China,” EU SME Centre, 2015: 1-34; Susanne Dirks and Mary
Keeling, “A Vision of Smarter Cities”, IBM Institute for Business Value, June 2009, https://www-
03.ibm.com/press/attachments/IBV_Smarter Cities - Final.pdf.

15 Jonathan Woetzel, Jaana Remes, Brodie Boland, Katrina Lv, Suveer Sinha, Gernot Strube, John Means, Jonathan
Law, Andrés Cadena, and Valerie von der Tann, “Smart Cities: Digital Solutions for a More Livable Future,"
McKinsey Global Institute, June 2018; Analysys Yiguan (Analysys % #t), “[2018 Analysis on Smart City
Digitalization Development] (£ 23 i £ 74k & J& % @l 53 #r 2018),” 6 September 2018, 1-45; Li Lifeng 2= 3706
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The very broad range of technologies and applications that smart cities encompass ensures that a
significant number of industries have interests in smart cities development. These include
hardware manufacturing, software development, telecommunications, logistics and transportation,
security services, environmental protection, health, cloud services, data analytics, mobile
payments and financial technologies (fintech), Al, and the Internet of Things.!¢

Numerous countries have begun focusing on developing smart cities initiatives, and national
investment in smart cities has expanded around the globe.!” In particular, China has emerged as a
global leader in smart cities initiatives. Its position has been fueled by leadership imperatives
calling for primacy across an expansive range of cutting-edge technologies. The Chinese
government has elevated smart cities to a “national strategy” ([ K /(##%) and treats it as a
cornerstone of China’s future economic and urban development strategies.'® In accordance with
these priorities, the government has brought its preferred modes of industrial policy to bear on
smart cities, leading to a steady output of government plans to steer the development of the industry
and a flood of investment to encourage market entry and expansion. By June 2016, more than 500
municipalities across China had initiated or announced their intention to initiate smart cities pilot
projects, accounting for nearly half of the smart cities locales active or under construction around
the globe.!” This demand signal has created a substantial market for smart cities products and
services. Chinese industry analysts expect the size of China’s smart cities market to exceed RMB
10 trillion in 2019 ($1.4 trillion), with projections that it will exceed RMB 18 trillion ($2.5 trillion)
by 2021.2° It is worth noting that these estimates are higher than non-Chinese assessments of the
size of the entire global smart cities market, illustrating that there are definitional ambiguities that
make it difficult to estimate the size of China’s smart cities market relative to the rest of the
world.?!

As the world’s second-largest economy and home to several of the world’s largest cities, China’s
race towards full-scale implementation of smart cities technologies will have critical implications
for its own population and the rest of the world. In five chapters, this report examines China’s
pursuit of smart cities technologies and their impact on U.S. economic and national security
interests.

Chapter 1 outlines China’s approach to smart cities development, describing the policy decrees
and documents that underpin China’s rapid embrace of smart cities. Chapter 2 describes the current

16 Analysys Yiguan (Analysys 55 ), “[2018 Analysis on Smart City Digitalization Development] (4 23 7 £+
b % Fe 4 J 43 #t 2018),” September 6, 2018, 1-45.

17 “Super Smart City: Happier Society with Higher Quality,” Deloitte China, 2018: 4-6,
https://www?2.deloitte.com/content/dam/Deloitte/cn/Documents/public-sector/deloitte-cn-ps-super-smart-city-en-
180629.pdf.

18 Analysys Yiguan (Analysys 5 ), “2018 Analysis on Smart City Digitalization Development” [ 235, 7 41t
KLy HT 2018], 6 September 2018.

19 Teamax Smart City Technology Co., Ltd., “[Teamax Smart City Technology Co., Ltd. 2018 Annual Report] (X
BB R A A BRA F] 2018 FE4E i 15 42 30),” June 2019: 1-199.

20 Qiao Mai F+32, “[Tencent’s 300 Million Shares of Shijiazhuang ChangShan BeiMing Technology Co., Ltd.: It’s
Actually for Countering Alibaba] (15 3 {Z N 1L AL BA: 58 & XS Bkl B),” China Fund News , June 8, 2018,
http://finance.sina.com.cn/stock/s/2018-06-08/doc-ihcscwxa7680272.shtml; Teamax Smart City Technology Co.,
Ltd., “[Teamax Smart City Technology Co., Ltd. 2018 Annual Report] (KB 2 23 i B B F IR A 7] 2018 4F
HEREHR A 42 30),” June 2019: 1-199.

2L PwC, “Creating the Smart Cities of the Future,” May 2019,
https://www.pwc.com/gx/en/sustainability/assets/creating-the-smart-cities-of-the-future. pdf.
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status of smart cities development in China, detailing the role of institutional guidance from major
regulatory and planning agencies like the Ministry of Industry and Information Technology and
the National Development and Reform Commission in implementing Chinese smart cities policies.
Chapter 3 expounds on China’s use of smart cities technologies to surveil its population as an
example of this type of policy implementation, and Chapter 4 describes Chinese efforts to export
smart cities technologies abroad, including surveillance technology. In Chapter 5, this report
concludes with a comparison of U.S. and Chinese approaches to smart cities development, assesses
how firms from both countries that develop smart cities are competing in the global marketplace,
and discusses the risks using Chinese smart cities components poses to U.S. critical infrastructure.

11



I | Chinese Smart Cities Policies: History and Current
Practice

Key Findings
e Smart cities are part of a decades-long pattern of Chinese government programs that seek
to digitize and “informatize” cities to improve China’s comprehensive national power and
internal strength.

e The central government’s top-down approach for smart city pilot programs and shift away
from city-led initiatives has led to the centralization of decision-making and the
decentralization of implementation. This has resulted in a nonlinear and unpredictable
development trajectory for Chinese smart cities that allows for experimentation and course-
correction.

e Chinese smart cities policies have begun to coalesce and standardize after an initial period
of experimentation and bureaucratic overlap.

This chapter provides historical context for China’s current smart cities initiatives and describes
current areas of emphasis. China’s smart cities initiatives are in many senses a culmination of
longstanding Chinese policy trends and should be understood as components of a broader Chinese
approach to informatization policy that seeks to link military and civilian information technology
development in the service of increasing China’s comprehensive national power. A distinctive
characteristic of the “Chinese model” of smart cities development is the way it couples
centralization of decision-making with decentralization of implementation, as priorities are set by
central authorities but pilot projects and other forms of experimentation are common at the local
level.

Smart Cities Initiatives in Historical and Procedural Context

People’s Republic of China’s (PRC) Paramount Leader Xi Jinping has highlighted the importance
of China’s smart cities development with increasing frequency in his public speeches and
proclamations, mirroring the Chinese state’s prioritization of policies aimed at introducing smart
cities technology into city governance.??> While Chinese efforts to actively promote smart cities
development are relatively new, Xi is already familiar with smart cities concepts; as he noted in a
2018 letter to the Digital China Summit, when Xi was governor of Fujian province nearly twenty
years ago, he oversaw the construction and deployment of the “digital Fujian™ project, a
predecessor to modern smart cities initiatives.?> Understanding the current state of smart cities

22 “Full Text of President Xi’s Speech at Opening of Belt and Road Forum,” Xinhua, May 14, 2017,
http://www.xinhuanet.com/english/2017-05/14/c_136282982.htm; Shan Zhiguang ¥.:£)", “[Deepen Awareness of
Advancing New Smart Cities Development] (R4 IATRHEREHT 848 23 17 @ 1%),” Qiushi Online, October 17,
2016, http://www.qstheory.cn/wp/2016-10/17/c_1119734160.htm.

2 “[ After Xi Jinping Sent A Congratulatory Letter, The Most Detailed ‘Smart City’ Interpretation Came] (>J1~F &
PUS 5, SRR BT #1K 1),” National Business Daily, April 26, 2018,
www.sohu.com/a/229574474 115362. For more information on Xi’s substantial role in the Digital Fujian project,
see Jens Damm, “China’s E-policy: Examples of Local Government in Guangdong and Fujian,” in Chinese
Cyberspaces: Technological Changes and Political Effects, Jens Damm and Simona Thomas, eds., (New York:
Routledge, 2006): 97-106.
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policies and promotion efforts in China requires knowledge of the historical, bureaucratic, and
strategic context in which they have been enacted.

China’s current practice of smart city construction, and Xi Jinping’s emphasis on the topic in his
speeches and policymaking, represent the latest phase—and arguably the culmination—of two
decades of Chinese endeavors to “informatize” ({5 2£.4t) the governance and management of its
cities.?* Informatization is a concept without a single perfect equivalent in U.S. policymaking and
strategic thought, but in its Chinese usage, it is generally defined as the drive to integrate
information technology into every aspect of the state and society to build up China’s
comprehensive national power and internal strength. Chinese ideological and strategic writings
frequently describe the era of informatization as the successor to the era of mechanization (HL1#
1), and a constant theme in these writings is the idea that informatization processes in military
and civilian realms are mutually reinforcing.?’

As a result, China’s civilian informatization policies have been designed to account for national
security interests and augment China’s military power whenever possible. China’s smart cities
policies are not sui generis efforts and should not be taken as such; as the latest in a long series of
“urban informatization” policies, they exist as one component of a broader whole. This broader
universe of informatization policies includes plans in areas such as “smart manufacturing,”
wherein information technology is expected to improve production capabilities across a wide range
of industries, and the development of both China’s civilian and military information technology
industries in particular.

Chinese urban informatization policies have continuously evolved in accordance with a range of
factors, including the state of domestic and global technology development, Chinese evaluations
of prevailing policy trends abroad, and perhaps most importantly, the CCP’s shifting assessments
of the role that technology plays in maintaining Party control and internal stability. Over time, they
have progressed from the “digital cities” (%% %3 1) initiatives of the late 1990s to the
“information cities” ({5 &3 117) of the mid-2000s to a more recent emphasis on “smart cities” (&
Z W ) and “new smart cities” (H B¢ & ZX 3 T7). 2° Transitions from one set of urban
informatization policies to the next are often not clearly delineated because they function less as
discrete policy packages and more as a general “brand” conveying the current priorities of the
Chinese state. In concrete terms, they serve to inform entities within China’s lower government
tiers and the private sector where government funding and regulatory energy are likely to flow.

The result is a process that is often nonlinear and unpredictable. Pilot programs at the municipal
and provincial levels frequently coexist with “previous generation” national-level policies before
being either expanded or discarded according to their results. Policies are often primarily notional
when they are first announced, with more concrete and impactful measures following in due course
as central government bodies propagate more granular guidance fleshing out the meaning of

24 Wu Linjing 5 #k#f# and Liang Hongliang %2 %%5%, “[The ‘Smart Cities” Concept Is Ten Years Old, How Many
Solid Bones Does It Have?] (“& ZI & -, i0A 2/l Sk 215?),” National Business Daily, April
26, 2018, http://www.nbd.com.cn/articles/2018-04-26/1212016.html.

25 For much more detail on this topic, see Joe McReynolds and James Mulvenon, “The Role of Informatization in
the People’s Liberation Army under Hu Jintao,” in Assessing the People’s Liberation Army in the Hu Jintao Era,
Roy Kamphausen, et al, eds., Carlisle, PA: U.S. Army War College Press, April 2014.

26 Yu Wenxuan and Xu Chengwei, “Developing Smart Cities in China: An Empirical Analysis,” International
Journal of Public Administration in the Digital Age 5, no. 3 (July 2018): 76-91.
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abstract statements from top leaders. Policies and programs enacted in one era under a certain label
may continue onward into the next era and be re-labeled accordingly, such as how numerous pre-
existing Chinese initiatives around the world have been folded into China’s current “Belt and Road
Initiative” in an attempt to make BRI appear more consequential. However, there is an observable
theme: each phase of Chinese urban informatization policy has attempted to course-correct in light
of the omissions or flaws in the implementation of the previous generation’s policies while
accounting for shifts over time in widely available technology and resources.

The Path to New Smart Cities

Since China’s smart cities initiatives have evolved organically from earlier informatization policies
over the course of decades, the differing scope of those policies in each prior era provides
important context for understanding the current state of affairs. Digital cities policies beginning in
the 1990s centered on initiatives of the State Bureau of Surveying and Mapping ([E Z< il 22 b 3
= B J&), a now-defunct Chinese government ministry devoted to oversight of domestic
cartographic activities that expanded its portfolio over time to encompass new digital surveying
and mapping technologies. These primarily focused on what China terms the “3S” technologies—
geographic information systems (GIS), global positioning systems (GPS), and remote sensing
(RS)—in an attempt to expand the range of data available to government policymakers.?” The mid-
2000s concept of “information cities” focused on informatizing cities by bringing a wider range of
existing government systems, such as those for municipal administration and urban infrastructure,
into the digital age, including linking those systems with information technology and modernizing
telecommunications infrastructure. And most recently, “smart cities” efforts aim to ease the flow
of data between those government information systems via standardization and interoperability,
all while collecting new forms of data through cutting-edge information technologies and offering
an expanded range of government actors access to information relevant to their duties and decision-
making. Generally speaking, each phase of programmatic development has been inclusive of the
technologies emphasized in the previous phase rather than supplanting them.?® These shifts are
displayed chronologically in Table 2 below.

Table 2: Chronology of Chinese Urban Informatization Policies*

. Primary Period of
Year Development Stage Key Technologies bt

o » Foundational

1995 Elght/(ic‘)ld‘Plan nationwide information 9th Five Year Plan

O\&iH&) ;
infrastructure
“3S” Technologies
Digital Cities (Geographic .
1998 Ci&=T1ii)) Information Systems, 10th Five Year Plan
GPS, Remote Sensing)

27 Jin Jiangjun 417, ed., Leading Cadre Reader for Network Security and Informatization /454 fI1E B 1L 5%
BTG F 55148 (Beijing: Central Committee Party School Press, 2017), 20.

28 Yu Wenxuan and Xu Chengwei, “Developing Smart Cities in China: An Empirical Analysis,” International
Journal of Public Administration in the Digital Age 5, no. 3 (July 2018): 76-91.

2% Jin Jiangjun 417, ed., Leading Cadre Reader for Network Security and Informatization /454 fI1E B 1L 5%
BTG F 55148 (Beijing: Central Committee Party School Press, 2017), 20.
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Information Cities Information and

2006 o . Communications 11th Five Year Plan

(5 B3) Technologies (ICT)

“New Generation
Information

Smart Cities Technologies” such as

G52/ 11)) the 10T, cloud
2009 ‘ ‘ computing, pervasive 12th and 13th Five

[“FI Ry T and “J#% | mobile networks, and Year Plans
%Dwﬂi” as lesser- “big data” systems

used alternatives]

New Smart Cities Focused on Internet of
(R 7 8 33 71 Things, cloud 13th Five Year Plan
R computing, big data

2015

The current dominant form of the smart cities concept, “New Smart Cities” (¥ 8 5 £ 3 117), refers
to the adoption of a new generation of information technology such as IoT, cloud computing,
pervasive mobile networks, and big data systems to improve the level of intelligence and
automation in urban planning and governance.’® Within this broad scope, many of the concerns
that China hopes to address with its smart cities programs are universal, such as the desire for more
functional, efficient, and responsive local governance. Others, however, target more particular
challenges that stem directly from China’s choices in the recent past, such as China’s promotion
of rapid urbanization and industrialization through cheap labor and limited regulation. Although
these policies have indeed led to rapid economic growth, the byproduct has frequently been
unsustainable management of natural resources and a poor standard of living for the urban working
class; in both areas, China hopes that smart cities technology will help improve the conditions.*!

While the stated goals of PRC smart cities initiatives generally include anodyne universal goods
such as increased safety and efficiency, improving the government’s agility and perhaps even
functioning to lower pollution, China’s smart cities systems frequently appear to have also been
designed to serve a social control function.>> The CCP considers its own self-preservation and
maintenance of power to be of paramount importance; in many cases elements of smart cities
initiatives will ultimately help the CCP to identify and suppress any perceived threat to regime
stability. This is particularly apparent in China’s northwest province of Xinjiang, where smart
cities technologies have been employed in concert with the forceful and violent repression of

30 “[Guiding Opinions on Promoting the Healthy Development of Smart Cities ] (3= T2 32 235 17 i 5 & e i 45
F & ),” National Development and Reform Commission, August 27, 2014,
http://www.ndrc.gov.cn/gzdt/201408/W020140829409970397055.pdf.

31 “[Promote High-Quality Urbanization, Accelerate the Construction of Smart Cities] (7%57)f & HESEIH L I EE
B Z 4 T),” Xinhua, August 30, 2018, http://www.xinhuanet.com/info/2018-08/30/c_137430643.htm; Yu
Wenxuan and Xu Chengwei, “Developing Smart Cities in China: An Empirical Analysis,” International Journal of
Public Administration in the Digital Age 5, no. 3 (July 2018): 76-91.

32 Megha Rajagopalan, “This Is What A 21st-Century Police State Really Looks Like,” Buzzfeed News, October 17,
2017, https://www.buzzfeednews.com/article/meghara/the-police-state-of-the-future-is-already-here.
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China’s ethnic minority populations by the local authorities.?* The resulting situation has been
frequently and accurately described by investigative journalists and human rights activists as
amounting to a “digital gulag,” wherein facial recognition and other surveillance technologies
ostensibly designed to improve public safety are being used to track and target China’s Uyghur
Muslim citizens on a societal scale. Even beyond repression in minority areas such as Xinjiang,
smart cities initiatives provide a digital backbone that facilitates the consistent enforcement of
social control programs such as social credit initiatives.

Xi’s Increasing Smart Cities Emphasis

Xi Jinping has voiced his support for smart cities initiatives numerous times in his public speeches,
going as far as to describe urban internet, cloud computing, and big data infrastructure as on the
same level of importance as roads and bridges for urban planning.** Xi believes that building “new
smart cities” and facilitating enhanced data collection and sharing among state organs will be key
to achieving China’s urban management objectives.’ Xi appears to believe that because China is
a rapidly developing country playing catch-up to the developed world, its cities are less burdened
than cities in developed countries by legacy systems that have become outdated but are costly to
modify or replace.? In Xi’s view, if China is able to move decisively and prudently in its initial
foray into smart cities development, Chinese cities will be able to reap the benefits of global
technology development while bearing a smaller cost.

Xi also used a 2017 speech at the Belt and Road Initiative (BRI) Forum to support China’s
participation in smart cities projects in other nations pursuing greater trade with China.?’” This
subset of the overall BRI effort has been variously termed the “smart Belt and Road” or “Digital
Silk Road” by leading participants and state-sponsored Chinese media.*® Frequently, these
initiatives involve Chinese partnerships with foreign multinational corporations; the Chinese
technology conglomerate Inspur, for example, entered into a partnership in 2017 with major
foreign firms such as IBM, Cisco, and Ericsson to collaboratively tackle smart cities projects
ranging from smart urban management and taxation to finance and education in BRI-participating
countries.®* In Sofia, Bulgaria, Chinese private and state-run companies are receiving local

33 Megha Rajagopalan, “This Is What A 21st-Century Police State Really Looks Like,” Buzzfeed News, October 17,
2017, https://www.buzzfeednews.com/article/meghara/the-police-state-of-the-future-is-already-here.

34 Shan Zhiguang ¥.& ), “[New Trends in the New Type of Smart City Development] (B 4 2 2350 17 & & BT
#),” June 17, 2018, http://www.besticity.com/viewpoint/219707 html.

35 “[Xi Jinping: We Must Deeply Understand The Internet’s Work In State Management and Social Governance] (=]
P BRZIDAR B 7R K& AT 2R # A 191E),” Shandong Province Department of Culture and
Tourism, October 10, 2016, http://www.sdwht.gov.cn/htm1/2016/11qy _1011/36909.html.
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How Many Solid Bones Does It Have?] (“2 ZIk M & i Hh, i&F £ /D& Sk £ ?),” National Business
Daily, April 26, 2018, http://www.nbd.com.cn/articles/2018-04-26/1212016.html.

37 “Full Text of President Xi’s Speech at Opening of Belt and Road Forum,” Xinhua, May 14, 2017,
http://www.xinhuanet.com/english/2017-05/14/c_136282982.htm.

38 David Gosset, “Time to Join Hands for A ‘Smart Belt and Road,”” China Daily, April 11, 2019,
http://www.chinadaily.com.cn/a/201904/11/WS5cae97b3a3104842260b58bf.html and Liu Meng X2, “Big Data
Lays “Digital Silk Road,”” May 14, 2019, https://eng.yidaiyilu.gov.cn/Digital Valley/HotNews/90575.htm.

39 Zhang Liying, “Building Smart Cities with Big Data Along the Digital Silk Road,” April 26, 2019,
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government incentives to participate in BRI smart cities projects.*® Chinese BRI projects and other
smart cities investments abroad are discussed in more detail in the following chapters.

Xi’s Focus on the Xiong’an New Area

Xi Jinping frequently cites the example of the recently established Xiong’an New Area (487
[X) southwest of Beijing as a model for future smart cities development within the PRC. From the
beginning of his term as president, Xi has emphasized the need for coordinated development
between Beijing and nearby port city Tianjin, arguing that this planned de-centralization of China’s
capital region will eventually serve as a model for “socialist modernization in the new era.”*!
Xiong’an New Area has been rolled into accelerated development of the Beijing-Tianjin-Hebei
corridor, the latter of which Xi described to former U.S. Treasury Secretary Hank Paulson in July
2014 as “his own personal initiative.”*? For a brief history of the Xiong’an New Area, please see
Box 1.

Box 1: Xiong’an New Area

Development of the Xiong’an New Area began in 2017 and the project is still considered to be
in its initial phases.* Although the Area already extends across 100 square kilometers, it is
expected to eventually grow to more than 2,000 square kilometers; if this comes to pass, the
Xiong’an New Area would encompass more than double the land area of New York City.* A
2019 planning document issued by the Central Party Committee identified the region as one of
China’s “key economic development zones,” second only to the Shenzhen Special Economic
Zone (ZKIRYIZHFHEIX) and the Shanghai Pudong New Area (i 4 #7[X).** Xiong’an is
expected to focus on attracting research, development, and manufacturing firms in high-tech
industries, including information technology, biotechnology, and new materials. Intelligent,
technologically advanced urban services such as roads designed for smart cars and renewable
energy infrastructure are being used to augment Xiong’an’s attractiveness as a research and
manufacturing hub.

The Central Party Committee correspondingly has pledged to develop the Xiong’an New Area by
providing it with extensive monetary and institutional support, even going so far as to publicize its
intention to relocate many non-critical government functions there that are currently clustered in

40 He Wei, “Sofia Smart City Project Gets Chinese Funding,” China Daily, March 28, 2019,
http://www.chinadaily.com.cn/a/201903/28/WS5c9c5fc5a3104842260b3 14c.html.

41 “IA Wonderful Start to the Millennium Plan: Xi Jinping Promotes The Construction of Xiong’an]” (T4 K11
KR 2R e 13 i 22), CCTV.com, February 23, 2019,
http://news.cctv.com/2019/02/23/ARTIHIkPtewTvSANHggj241t190223.shtml.

42 “[July 2014, Momentous Xiong’an Thought. The Book Has Gold!] (2014 4F 7 A, KKRIfEZRE. BHEE
¥4, J&),” Xueqiu.com, http://web.archive.org/web/20170405170331/https://xueqiu.com/6847723845/83493804.
43 “[ A Wonderful Start to the Millennium Plan: Xi Jinping Promotes The Construction of Xiong’an] (T-4E K11 ¥4
KR 2R R 15 22),” CCTV.com, February 23, 2019,
http://news.cctv.com/2019/02/23/ARTIHIkPtewTvSANHggj241t190223.shtml.

4 “[Xiong’an New Area Millennium Development Plan] (£ %87 [X T4F K i1),” Qianhai Alliance Asset
Management Fund, June 19, 2017, http://www.ghlhfund.com/upload/user/1/2017-6-19/195400706838.pdf.

45 Central Committee of the Chinese Communist Party and State Council of the People’s Republic of China,
“[Guiding Opinion Regarding Support of Deepening Reforms and Expanding the Hebei Xiong’an New Area](H$t
Hh e [ 55 5t 9% T SRR AU AE 228 X 4 TR BSCR ANy KRR R 3 ), ” January 24, 2019,
http://www.gov.cn/zhengce/2019-01/24/content 5360927 .htm.
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downtown Beijing.*® The Xiong’an New Area’s various smart city initiatives are designed to
support this growth plan; however, they do not appear to follow a single unifying strategy. The
special economic zone (SEZ)’s announced smart cities projects range from facial recognition
technology and smart utilities to Alibaba’s “city brain” platform.*’ As the SEZ moves closer to a
proper launch, the ways in which smart cities technologies directly facilitate its success may
become clearer.

Current Smart Cities Policy and the Chinese Regulatory State

China’s smart cities policies have evolved in three main directions over the past decade: towards
more centralization of authority on smart cities; greater harmonization of responsibilities among
fractious, competitive government bureaucracies; and a sharper focus on specific key technologies
under the “new smart cities” concept.

Roughly from 2009 onwards, perhaps the most distinctive characteristic of the “Chinese model”
of smart cities development has been its centralization of decision-making and decentralization of
implementation. Early smart cities projects began to launch in 2009, with individual cities taking
the initiative to explore technological solutions to governance challenges.*® Ningbo, a populous
and highly developed coastal city in Zhejiang province, holds the distinction of being the first city
in China to publish a smart cities plan in 2010; a range of other cities quickly followed suit. Foreign
multinationals such as IBM and Cisco, perhaps sensing the potential to open a vast new market,
directly encouraged these efforts and entered into technology sharing pilot projects with Chinese
counterparts.*’

However, this bottom-up approach was rapidly overtaken by top-down pilot programs emanating
from the central government. The Chinese government’s 12th Five Year Plan, issued in 2010,
included language specifically encouraging the planning and development of smart cities, directing
state resources toward the development of software, internet technology infrastructure, smart
devices, mobile networks, enterprise applications, infrastructure, and operational smart cities
services as pieces of the overall effort. Funding and selecting smart cities projects came under the
central government’s purview, although participating local municipalities have retained the
authority to manage their own projects under the guidance of relevant central ministries and are
often consulted in the planning process about their specific needs and capabilities.

The Chinese central government bureaucracy’s once-fractious authorities over smart cities
initiatives have also evolved and been harmonized over time. In this early stage of smart cities
development, various key players within China’s sprawling ministerial bureaucracies have staked
out oft-overlapping roles for themselves in the regulation and promotion of smart cities projects.
From 2012 onward, China’s Ministry of Housing and Urban-Rural Development (1 /5 13§ £ 4

15 #l or MOHURD), China’s main government authority in charge of urbanization, urban planning,

46 Central Committee of the Chinese Communist Party and State Council of the People’s Republic of China,
“[Guiding Opinion Regarding Support of Deepening Reforms and Expanding the Hebei Xiong’an New Area] (HF 3
Hh g [ 558 5% T SCRPIRT AL 228 X A TR SR AN KO 48 5 ), January 24, 2019,
http://www.gov.cn/zhengce/2019-01/24/content_5360927.htm.

47 Fatoumata Diallo, “Xiong’an: A New Model of Digital Chinese Urbanism,” December 2018,
http://isdp.eu/publication/xiongan-a-new-model-of-digital-chinese-urbanism/.

“8 Yu Wenxuan and Xu Chengwei, “Developing Smart Cities in China: An Empirical Analysis,” International
Journal of Public Administration in the Digital Age 5, no. 3 (July 2018): 76-91.

49 Aaron Back, “IBM Launches a ‘Smart City’ Project in China,” Wall Street Journal, September 17, 2009,
https://www.wsj.com/articles/SB125311797322316391.
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urban management, and public housing, has been selecting cities in which to experiment and
implement smart cities initiatives. By 2015, China had nearly 300 MOHURD-sponsored localities
with smart cities initiatives.

MOHURD documents from 2012 (such as the Notice of Implementing National Smart City Pilot
Projects, National Interim Measures for Smart City Pilot Projects, and Guidance on Promoting
the Sustainable Development of Smart Cities) formed the regulatory basis for this effort, while the
state-run China Development Bank provided funding totaling $16 billion USD.*° Participants also
self-funded in part through Local Government Financing Vehicles (LGFVs), which enabled cities
to raise funds through a combination of bank loans, bonds, and equity market public offerings.>!

Other ministries were similarly busy. As MOHURD was launching its pilot projects in 2012, the
Ministry of Science and Technology (MOST) along with the National Development and Reform
Commission ([ %X & & FIM# 2% 514> or NDRC) and the Ministry of Industry and Information
Technology (LM AFE EALES or MIIT), separately formed the China Strategic Alliance of Smart
City Industrial Technology Innovation, the first of several smart cities industrial alliances. These
various alliances’ functions include funding research and projects, developing smart cities
technologies, formulating industry standards, and offering smart cities solutions to local
governments. These efforts have resulted in government documents such as the Guidance on
Promoting Healthy Smart City Development (<1 it R B3k 7 fi B & & 1948 5 = ML), which
offer a fairly clear delineation of the boundaries of a “smart city,” defining it as a “new concept
and model which utilizes the next generation of information technology, such as IoT, cloud
computing, and big data to promote smart urban planning, construction, management, and service
offerings for cities,” and providing basic principles, objectives, and action plans for smart cities
development.

Over time, inter-ministerial jockeying gave way to more active central government coordination.
In 2014, China’s State Council released the National New-Type Urbanization Plan 2014-2020 (]
KA AL K] or NUP), an effort spearheaded by the NDRC but carried out with the
cooperation of a dozen relevant government ministries.>? The Standardization Administration of
China ([ K FrEALE B2 712 or SAC) was tasked with overseeing new inter- mmlstry working
groups to manage and standardize disparate smart cities development projects.> Collectively,
these choices aimed to further promote smart cities projects in small and medium-sized cities while
promoting a greater harmonization of effort between different government ministries.

However, bureaucratic harmony was not in and of itself sufficient to fully resolve the lingering
challenges China’s smart cities initiatives faced. By 2016, although China’s smart cities programs

50 Don Johnson, “Smart City Development in China,” China Business Review, June 17,2014,
https://www.chinabusinessreview.com/smart-city-development-in-china/.

51 A comparative analysis of smart city initiatives by China and India - Lessons for India.

52 Jack Maher and Xie Pengfei, ““China’s New Urbanization Plan: Obstacles and Environmental Impacts,” Smart
Cities Dive, https://www.smartcitiesdive.com/ex/sustainablecitiescollective/china-s-new-urbanization-plan-
obstacles-and-environmental-impacts/246981/.

53 Dang Anrong 3% % %%, Zhen Maocheng ¥l /% % et al. “[China’s Development and Trends in New Smart Cities]

(P B R E I T R R R S #),” November 17, 2018, https://www.iyiou.com/p/85632.html.
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had by all accounts made considerable progress, a speech by a senior central government
policymaker nevertheless identified five key flaws in the current state of affairs:>*

e Projects were blindly following highly publicized trends in smart cities construction
without clear goals.

e Coordination and power-sharing measures between ministries were insufficient.

e There were too many pilot projects coupled with insufficient learning from completed
projects.

e There was a lack of innovation in institutional mechanisms for smart cities.
e Inadequate consideration had been given to information security concerns.

Following this assessment, processes for harmonization were more strictly institutionalized in a
document titled Division of Effort for Construction of Inter-Ministerial Coordination Working
Groups on New Smart Cities 2016-2018 (i 248 230 17 i & 5B b fh i T4E4H 2016-2018 4F T
f£41I). Since its issuance, policy and institution-building efforts have featured collaboration
among Chinese ministries as a key component. In April 2016, in accordance with the Division of
Effort document, the NDRC and the Cyberspace Administration of China (73 /X 2% 22 4= F1{5 &
2% 12 41 A %= or CAC) jointly launched the Inter-Ministerial Coordination Working Group on

New Smart Cities (H 24 2 23 17 58 B b i L/E2H) under the aegis of the SAC with at least
tertiary participation from up to two dozen government bodies.>> This effort resulted in the joint
issuance by all three bodies of the New Smart Cities Evaluation Index (B %5 2368 i vEAN 48 410),
which aimed to clarify the direction and priorities of China’s smart cities efforts by gauging
progress against eight key indicators: service to the people, precision in governance, ecological
sustainability, intelligent facilities, access to and use of information resources, cybersecurity,
reform and innovation, and the quality of the citizen experience.>¢

Having established a workable division of responsibilities within its bureaucracy, the Chinese
central government has now turned its focus to ensuring that smart cities programs are centered in
top-level government policies, swiftly and thoroughly implemented, and properly targeted at
municipal government needs. Smart cities were given unprecedented attention in China’s 13th
Five Year Plan (FYP) spanning from 2016 to 2020, a document that serves as the central
government’s primary guidance on policy prioritization. In the 13th FYP, smart cities are a major
focus, with special emphasis placed on building up a number of exemplar cities and areas (such as
the previously mentioned Xiong’an New Area). This was the first time that the phrase “new smart
cities” appeared in a high-level Chinese policy document.

54 National Geographic Survey Information Administration (|E Z<ll 2z HEE (5 2. ), “[Deputy Minister Li Weisen
Answers Media Questions About the Division of Labor for Xiong’an New Area Construction and Basic
Infrastructure Construction] (Z=4E AR &l J& K #8248 B T 15 2016-2018 4155 73 1 S 8 Ik 117 I 25 Al 1 ot
WL 1H)),” September 1, 2016, http://www.mnr.gov.cn/dt/ch/201609/t20160901 2345840.html.

53 Informatization Research Department (15 S4B T ), “[New Smart City Construction Department Coordination
Work Group Secretariat Opens Second Contact Person Meetmg] GBI R B T B B bl AR b2 2]
B KB R AN E)”, State Information Center ([E % {5 & H:(»), December 13, 2016,
http://www.sic.gov.cn/News/260/7308.htm.

3¢ Dang Anrong ¢ % %%, Zhen Maocheng ¥l /% % et al. “[China’s Development and Trends in New Smart Cities]
(PP B B 3 Tk R AR 535, November 17, 2018, https:/www.iyiou.com/p/85632.html.
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Perhaps in response to the FYP’s guidance, smart cities were soon being integrated into a wide
range of relevant Chinese policies. December 2016 saw the release of the /3th Five Year Plan for
National Informatization 2016-2020 (“-+ =1 B Z{5 B HLI), which lays out top-level plans
for how each ministry will implement the corresponding National Informatization Development
Strategic Outline (E X5 B K B K& 4N ELD) and calls for the integration of national databases
as well as the interoperability of government networks and services across different departments,
regions, and levels of government by 2020.%7 In the document’s explicit hierarchy of priorities,
smart cities construction was named as one of twelve “priority actions” (flL5G41T3)l) demanding
government attention. The report of the 19th Party Congress in October 2017 similarly embodied
this full-speed-ahead ethos, as encapsulated in its exhortation that China must build itself into a
“cyber power, a digital country, and a smart society.”® Chinese analysts interpreted the newly-
coined phrase “smart society” (%] &t <) as intended to encompass both smart cities initiatives
and similar rural information technology projects.*®

At the same time as the bureaucratic trends surrounding smart cities initiatives were shifting, the
emphasis of the initiatives themselves was evolving as well. Numerous official and quasi-official
Chinese sources speak of China’s “new smart cities” concept as distinct from the previous “smart
cities” in its more defined development direction, which centers on four key lines of effort (4>
# #5) and six practical applications for those efforts (751~ or 7S /IMALS B ). The four lines of
effort include developing:®°

e Internet of Things architectures using openly disseminated and interoperable standards (4
I5E o JSC AR 22 B2 44)), particularly an IoT open architecture solution®! using indigenously
developed intellectual property and relevant supporting infrastructure.

e Urban open information platforms (3 5 JT /{5 2. *F &), including municipal service
platforms that can integrate with big data sources. The goal of this effort is to build a data-
sharing ecosystem that eliminates the all-too-frequent “isolated information islands” within
various levels of Chinese governance.

57 “State Council Releases Five-Year Plan on Informatization,” State Council of the People’s Republic of China,
December 27, 2016, http://english.gov.cn/policies/latest releases/2016/12/27/content 281475526646686.htm.

58 China Center for Urban Development, Smart City Development Alliance, “The Fourth China Smart City
International Expo 2018,” August 21, 2018, https://www.jc-
web.or.jp/publics/download/814/2260/1314/?file=/files/content _type/type019/1314/201806041049331094.pdf.

59 Shan Zhiguang ¥.& ), “[New Trends in the New Type of Smart City Development] (B 4 2 2350 17 & & BT
#),” June 17, 2018, http://www .besticity.com/viewpoint/219707 html.

0 Fu Yizhou 1 XM, “[Smart Cities Based On One Platform and One Network Intrinsically Help Raise Governance
and Service Capability] G B Zy i 2 T — AT & — 5k W A B AE L THA BRAR 554K & € 77),” Xinhua, March
13, 2016, http://www.gov.cn/xinwen/2016-03/13/content 5052889.htm; Ren Qinfeng 1T 7% and Chen Yongsheng
MRk 4, “[The “Light of the Internet Conference” Opens, CETC’s New Smart City Illuminates Internet Meeting]
(BEES | BN IS4 H 4, H E R B 2l s S BB K £),” China Electronics
Technology Group Corporation,

https://mp.weixin.qq.com/s? _ biz=MzUzOTU3MjIxNw==&mid=2247500472&amp;idx=1&amp;sn=e5c56feabcf5
2d26b7b02887513c2c82.

81 Open architecture refers to a computer or software design architecture intended to make adding, upgrading, or
exchanging components of a system easier.
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Urban operation command centers (3171217 5% H:(») that provide access to useful data
for governance, enabling coordination across government departments and improving
emergency response efficiency.

Cybersecurity systems (% %% 4% ] % 424 ) which can be deployed across the above lines
of effort, including systems to protect urban infrastructure and urban data centers.

The six practical applications emphasized in the “new smart cities” concept include:%?

Open systems architectures (JF I ()44 % 2244, which are to be constructed in accordance
with established standards for smart cities systems construction and systems engineering
methodologies, with the goal of strengthening information-sharing, integrating systems,
and offering open applications.

Land- and space-based integrated grid networks (i — {4 [R5 %), sometimes referred
to as urban information services grid networks, which will serve as a consolidated
foundation for new smart cities construction and enable cities to reap the benefits of
integrating their sensing and information systems with public services.

Interoperable and function-specific municipal governance platforms (i F I gE~F &),
enabling the smooth management of a wide variety of information resources and the
intelligent, efficient provision of urban resources, management, and public services.

Open shared data systems (P22 44 £), allowing for the rapid integration and
analysis of large quantities of data through standardization and integration, increasing the
production and use of data for decision-making support in order to improve urban
governance.

Efficient operation centers (/5 2L [1i& 1T H1(»), which will realize the convergence and
sharing of urban resources and enable improved inter-departmental coordination, providing
support for efficient and precise urban management as well as safer and more reliable
operation of city facilities and services in areas ranging from ecology to public security
and public opinion management.

Unified standards systems (4t — ] b5 #E /& %) to enable the orderly and healthy
development of new smart cities. These standards-setting efforts are to be led by
government entities and must take into account the varied characteristics of individual
cities, spanning the construction, reform, and evaluation processes.

These declarations of state priorities are not merely theoretical; they have been matched in recent
years by government action. Since the release of the 13th Five Year Plan, organizations across
China’s regulatory state have produced a range of increasingly granular policy outlines that reflect
these emphases, such as the National Surveying and Mapping Geographic Information Bureau’s
2017 Outline on the Construction of Spatio-temporal Big Data and Cloud Platforms for Smart
Cities (B =T T REIE S = F 6B & AR KIY) and the NDRC’s annual Notice on
Organizing the Implementation of Next Generation Information Infrastructure Construction
Projects (T 4 2SIt B — UG B ALt i & TAE 3@ A1), The latter policy has served as

62 “[CETC: Six Essential Things in New Smart City Construction] (FF FERNz: BT T 8 Ei T Z 1 /S Do), ”
China Securities Network, December 17, 2015, http://finance.ifeng.com/a/20151217/14127880_0.shtml.
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the impetus for funding a range of digital infrastructure and city networking hardware in small and
medium-sized cities in China’s traditionally less developed interior provinces.®® This trend is likely
to continue until the next reassessment of priorities in 2020.

63 “[Notice on Organizing the Implementation of Next Generation Information Infrastructure Construction Projects]

(CRT A 2SI 2019 48 —AUE B IEA 8 it g 1 AL Y38 A1),” National Development and Reform Commission,
2018, http://gjss.ndrc.gov.cn/ghzc/201812/t20181211 922482 html.
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II | Chinese Smart Cities Development Trends

Key Findings
e The development of Chinese smart cities technology is primarily top-down, driven by
government investment, and generally aligns with regional development patterns, with the
bulk of projects lining China’s more economically-developed eastern seaboard.

e Estimates of the size of the smart cities solutions market in China vary widely and their
reliability is somewhat unclear; Chinese consulting firms have bullishly pegged the market
at RMB 7.9 trillion ($1.1 trillion) in 2018 and project that it will grow at a 33 percent
compound annual growth rate between 2018 and 2022.

e Chinese municipal authorities charged with smart cities development commonly cite
transportation, public services, public safety, education, healthcare, and environmental
protection as focus areas for Chinese smart cities projects.

e While there are numerous noted examples of successful deployment of smart cities
solutions in China, many challenges still exist, including long-term program sustainability,
insufficient information-sharing mechanisms between governing authorities, and a dearth
of accurate information about actual progress in smart city development funding and
implementation. Together, these deficiencies may hinder a broader embrace of smart cities
across China.

Since the State Council’s Ministry of Housing and Urban-Rural Development (MOHURD)
approved its first group of 90 smart cities pilot projects in 2012, Chinese cities have continued to
push increasingly ambitious efforts to implement information technology-based solutions for
smart city management and public services. As of early 2019, a Chinese industry study placed the
total number of smart cities pilot projects in China at nearly 800, including approximately 300
projects certified by MOHURD, the Chinese central government’s largest sponsor for such
initiatives, as well as projects supported by the NDRC, MIIT, and other ministries.**

While the most commonly used Chinese term for smart city, zhihui chengshi (%4 E3§117), has
gained broad acceptance in policymaking and business circles, it is not rigorously defined as a
technical term and in practice there is significant variation in the content of local smart cities
projects, which range from small-scale efforts to promote tourism through mobile services to
comprehensive city management platforms featuring live video feeds and data visualization
capabilities for monitoring traffic, public security, and population information in real time. This
chapter highlights selected features of China’s smart cities landscape as it has evolved, including
overall development trends; characteristic smart cities goals, technologies, and management
mechanisms; major commercial suppliers of smart cities components and services; and future
development prospects.

64 <2019 Market Layout: Outlook on 2019 China Smart City Development Competitive Landscape (Including
Market Share, Enterprise Comparison, Competitive Prospects) (2019 Ti3z#% F: €2019 4= A [E 35 235 77 18 W e
¥RERWY (Mg a. & EX L. 5E4+175)),” Qianzhan Industry Research Institute, June 19, 2019,
https://www.qianzhan.com/analyst/detail/220/190618-4ce4b615.html.
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Government-led Smart Cities Development

China’s smart cities development efforts have benefited from substantial central and local
government investment. Smart cities pilot projects are estimated to have received more than RMB
1 trillion ($139.9 billion) in government investment to date,®> and one market intelligence forecast
suggested that Chinese government spending on smart cities initiatives would reach $38.92 billion
in 2023. More than half of these funds are predicted to go to the priority fields of resilient energy
and infrastructure projects, data-driven public safety, and intelligent transportation, but smart cities
investments are also expected to diversify over time.%

These investments have helped to grow a Chinese market for smart cities solutions. Estimates of
the size of the Chinese smart cities market vary widely: one Indian market research company
pegged the 2018 value of the Chinese market at $30.4 billion and projected that it would reach
$59.9 billion by 2023 at an 15.4 percent compound annual growth rate.%” Even this number would
account for a large proportion of what other sources estimate is the global value of the smart cities
market,®® but Chinese news outlets like China Daily have publicized far larger numbers, noting
that Chinese consulting companies value the smart cities market at RMB 7.9 trillion ($1.1 trillion)
in 2018 and project that it will reach RMB 25 trillion ($3.5 trillion) by 2022, reflecting an
anticipated 33 percent compound annual growth rate.%’

Figure 1: Estimated Chinese Smart Cities Market Size, 2014-2022 (RMB trillion)
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Source: Qianzhan Industry Research Institute (Fi7 & MLHF 72 B ).

Government funding has also promoted academic and applied research into smart cities concepts
and technologies. The National High Technology Development Program ([ % & H AR B 52 % i

65 “Smart Cities to Bring Smart Solutions,” China Daily, December 14, 2018,
http://en.people.cn/n3/2018/1214/c90000-9528772.html.

% Yirou, “Investment in China’s Smart Cities to Approach 39 Bln USD by 2023: Report,” Xinhua, July 14, 2019,
http://www.xinhuanet.com/english/2019-07/14/c_138225586.htm.

67 “China Smart Cities Market worth $59.9 billion by 2023,” MarketsandMarkets,
https://www.marketsandmarkets.com/PressReleases/china-smart-city.asp.

%8 Global market size estimates are discussed further in Chapters 4 and 5 of this report, in which different sources
cited estimated global value in 2018 at $71.3 billion and $104.6 billion, and anticipate that growth rates of 18.9 and
16.4 percent respectively. Divergence in these figures may arise from discrepancies in the scope of technologies or
industries considered. Analysts were unable to find more precise descriptions of how these estimates were reached.
69 “Smart Cities to Bring Smart Solutions,” China Daily. See also “2019 China Smart City Industry Market
Analysis: Policies Favor Development, Three Key Issues Remain Unresolved (2019 45 [ & Z 3k i 17k 1173595
BRI 25, =M% 0 ) R A5 R 1), Qianzhan Industry Research Institute, February 26, 2019,
https://bg.qianzhan.com/report/detail/300/190226-6493a8ba.html.

7042019 China Smart City Industry Market Analysis: Policies Favor Development, Three Key Issues Remain
Unresolved (2019 4 Hh B8 I 147 L 1737 70 B USRI 4 2 150, =M% 0 1) R A7 R 1), Qianzhan Industry
Research Institute, February 26, 2019, https://bg.qianzhan.com/report/detail/300/190226-6493a8ba.html.
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1K1, also known as the 863 Program, has reportedly played a particularly important role in
developing underlying technologies with significance for smart cities programs, including
government big data, cloud computing, and the loT. Under direction from MOST, the 863 Program
has also organized research projects to develop smart cities design models, overall system
architectures, and digital solutions for city operations management.”!

While China’s government has taken a leading role in investing in initial smart cities development
and technological R&D, since 2014 it has begun to encourage commercial enterprises and financial
institutions to play a larger role in financing and operating smart cities projects via public-private
partnership (PPP) models.”? A key impetus for this shift was the government’s expectation that the
investment burden for future urbanization would quickly increase beyond what it could reasonably
afford, which led to a series of new government policies aimed at encouraging non-government
capital to invest in infrastructure and public services projects.” By the end of 2017, at least eleven
PPP demonstration projects specifically focused on smart cities infrastructure were underway, with
planned investments of over 20 billion RMB ($2.8 billion).”*

The Geography of Smart City Pilots

The geographic distribution of Chinese smart cities projects generally aligns with regional
economic development patterns. Figure 2 maps the location of 290 smart city pilot projects
approved by MOHURD to date, showing relatively large numbers of projects in China’s more
developed eastern and southern coastal areas, with comparatively fewer initiatives in China’s west.

"1 “Smart City 863 Program Achievements and Development,” Z-Park Strategic Alliance of Smart City Industrial
Technology Innovation, October 20, 2016,
http://www.smartcityunion.cn/index.php?m=content&c=index&a=show&catid=77&id=3115.

2 “PPP Models Help Promote Smart Cities — Ten Images Help You Understand the State of Smart City PPP
Development (PPP A BHHER 2RIk 17 5K BT IR 1 3 & 27 PPP 2 BIR!),” Qianzhan Industry Research
Institute, May 13, 2018, https://www.qianzhan.com/analyst/detail/220/180511-802a4{bf.html; see also Cui Ying,
“Development and Practice of Smart City in China,” CAICT Industry and Planning Research Institute, November 3,
2017, https://www.itu.int/en/ITU-D/Regional-

Presence/AsiaPacific/Site Assets/Pages/Events/2017/0ct2017CIIOT/CIIOT/15.Session5-
5%20Development%20and%20Practice%200f%20Smart%20City%20in%20China-£E £l V2red.pdf.

3 Michel Brekelmans, “China Must Put the ‘Private’ into PPP,” Nikkei Asian Review, May 17, 2018,
https://asia.nikkei.com/Opinion/China-must-put-the-private-into-PPP2; Zhang Yanqiang 5K #E 3, “[An Analysis of
China’s Current Development of Public-Private Partnerships and Some Policy Proposals] (F&[E BUM filft & 5 AR &
1B FETUIR 23 M1 S 5 5k 22 13),” December 31, 2016,
http://www.sic.gov.cn/archiver/SIC/UpFile/Files/Htmleditor/201702/20170203131348155.pdf.

4 Xu Jing 1&&#, “[Implementation Status and Strategies of Smart City PPP Projects in China] (PPP 5 5  £ [H &
By I H SEREHUIR S KSR 9L),” Science and Technology for Development #5424/ 13, no. 10 (2017):
779-785.
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Figure 2: MOHURD-certified Smart City Pilot Projects by Chinese Province
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Source: List reprinted from MOHURD via Taibo Net.”

Chinese analysts point out that smart cities projects in more affluent cities are typically more
successful as a result of greater local economic resources.’® In addition, residents of areas with
relatively strong information technology economies are more likely to demand smart city services
from their local governments and are better positioned to take advantage of smart services as they
become available.”” It is unsurprising, then, that first-tier Chinese cities such as Shanghai, Beijing,
Hangzhou, and Shenzhen generally rank highest in terms of smart city technical capability and
services.”® However, second- and lower-tier cities enjoy more freedom to innovate with fewer
bureaucratic restrictions and may therefore play a larger role in prototyping new technologies and
service models.”

Smart Cities Goals: Public Services, Management Efficiency, and Economic Development

In their overall objectives, Chinese smart cities projects are characterized by a focus on supporting
city management and delivering services to promote well-being and economic development. An
emphasis on providing direct benefits to residents, rather than simply making city administration
more efficient, can be traced both to the NDRC’s 2014 Guiding Opinion on Promoting Smart City
Healthy Development (55T (/& 3k & 2 7 fidt fR & Fe 11145 5 = L) and a government work report
delivered by Premier Li Keqiang in the same year that called for “human-centric new-style

e E BRI A (290 1) &Rk, PORBEBM! [The List of The Three Batches of National Smart
Cities Is All Here, Quickly Come Look!],” Z£{H [Taibo Net], September 18, 2016,
http://www.3snews.net/column/252000043458.html.

76 Yu Wenxuan and Xu Chengwei, “Developing Smart Cities in China: An Empirical Analysis,” International
Journal of Public Administration in the Digital Age 5, no. 3 (July-September 2018),
https://www.researchgate.net/publication/311417191 Developing Smart Cities in China An_Empirical Analysis.
7 “Digital Inclusion — Key to Prosperous and Smart Cities,” Wireless Broadband Alliance, 2019,
https://wballiance.com/digital-inclusion-key-to-prosperous-smart-cities/.

78 Informally, Chinese cities are often grouped into several unofficial tiers or levels (dengji) based on size, GDP,
administrative hierarchy, and other factors. See Dorcas Wang, “China’s City-Tier Classification: What They Are
and How Are they Defined,” Dezan Shira & Associates China Briefing, February 27, 2019, https://www.china-
briefing.com/news/chinas-city-tier-classification-defined/.

79 “Super Smart City: Happier Society with Higher Quality,” Deloitte China, 2018,
https://www2.deloitte.com/content/dam/Deloitte/cn/Documents/public-sector/deloitte-cn-ps-super-smart-city-en-
180629.pdf.

27



urbanization.”®® These goals are reflected in national-level smart cities documents such as a 2018
standard from the Standardization Administration of China, which describes a smart city as “an
innovative city model applying information and communications technologies to connect urban
management systems, share information resources and coordinate work between city systems,
promote smart city management and services, upgrade city operations management and public
service levels, increase the happiness and satisfaction of urban residents, and promote sustainable
development.”8!

Chinese smart cities development guidelines and action plans issued by Chinese cities over the
past several years reflect these priorities. The table below highlights major components of plans
from one first-tier city (Shanghai), one second-tier city (Hangzhou), and one third-tier city (Heze,
Shandong province), showing that while specific development targets may vary, cities of all sizes
generally expect smart cities solutions to upgrade citizen services, improve administrative
efficiency, and foster economic growth.

Table 3: Smart City Development Areas Identified in Smart City Planning Documents
from Three Municipalities

Smart City Plan

Shanghai Three-
Year Action Plan
for Smart City
Development, 2014-

Major Smart City Development Areas

Public services: Smart transportation, smart healthcare, smart education, smart elder care,
smart culture, smart tourism, smart employment, smart weather, smart communities.
City management: Management informatization, food safety informatization,

2016 (TR eiwltro.n.rtnent.z}l pr(zl'cecthn flnf(;rme;tlzatlon, public security informatization, smart water,
T T | clectricity, oil, and gas infrastructure.

Smart economy: Online finance, smart logistics, smart commerce, smart manufacturing,

glj‘fﬂ [2014-2016]) | gmart enterprises, smart shopping districts, smart business parks.

“Digital Hangzhou™ | pyplic services: Smart education, smart healthcare, smart social security, smart

/“New-Style Smart
Hangzhou” Smart
City Development
Plan, 2017 (“$7#1
M7 CBTE ST
P il DA-3 55
—{2”)83

community services, smart poverty alleviation, smart culture, smart tourism, smart
agriculture, smart weather.

Precision government: Smart transportation, smart policing, smart urban management,
smart market supervision, smart surveillance, smart inspections, smart Party work, smart
auditing, smart environmental protection, smart credit.

Economic development: Al industry, big data industry, loT industry, smart
manufacturing, smart cross-border e-commerce.

Heze (Shandong)
Guiding Opinion on
Strengthening Smart

Public services: Information services covering education, culture, healthcare, social
security, transportation, environmental protection, housing, sanitation, tourism, elder care.

80 «“Promoting Human-Centric New-Style Urbanization,” (H£3k LL A 9% [P #7 43 AL), Xinhua, modified
March 5, 2014, http://www.gov.cn/zhuanti/2014-03/05/content 2635252.htm. See also “Guiding Opinion on
Promoting Smart City Healthy Development (5< T2 3t 55 25 36 i A8 5 & B )6 § = IL),” National Development
and Reform Commission, 2014, http://www.ndrc.gov.cn/gzdt/201408/W020140829409970397055.pdf.

81 “GB/T 37043-2018: Smart City — Terminology” (4 23,117 Ri¥), Standardization Administration of China,
December 28, 2018, http://www.besticity.com/ministries/246362.html.

82 “Shanghai Action Plan to Promote Smart City Development (2014-2016) (-5 7 HEE 8 200 i AT 30 ki
[2014-2016]),” Shanghai Economic and Informatization Commission (_- {4855 A5 B2 51 4%), December 17,
2014, http://www.besticity.com/place/77910.html.

83 “Hangzhou People’s Government Office Notice on Issuing ‘Digital Hangzhou’ (‘New-Style Smart Hangzhou’

First Period) Development Plan (FT 5 A FGBURF 70 JT 901 B “EUF N (OB B8 EhT o — 1) R R FL ki
JEAN),” August 14, 2017, http://www.besticity.com/place/241757 html.
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City Development, City management: Innovative management models, enhanced administrative efficiency;
2017 (rETH AR improve smart city program organizational leadership, decision-making, and market

P 5= T hneg%y £ | incentives.

IR T A D 2 L) Economic development: Apply information technologies to make manufacturing smarter,
encourage international commerce, move towards higher-end products, encourage
innovation, develop smart industry parks, promote smart industries including big data,
cloud computing, IoT, Al, electronics, and information consumption industries.

Planning documents like the ones cited in the table above condense a variety of major components
of smart city plans into digestible priorities for city officials, but they are not necessarily a
comprehensive outlook on all development areas, comparative priorities, or even implementation
status in their respective localities. Any assessment or comparison of these aspects of smart city
development in China would be based upon different levels of pre-existing economic development
and provincial resources, rendering accurate comparison between these cities difficult at best.
Some qualitative insights can be gleaned from planning information and existing context: for
instance, Hangzhou does seem to have focused on artificial intelligence (AI) more than other cities,
in part due to a close working relationship with Alibaba. Even these insights, however, are not
necessarily derived from any concrete assessment of how complete implementation is: few plans,
like the Smart Shenzhen program described below, have ironclad completion deadlines or
assessment mechanisms in spite of detailed lists of development priorities.

Example: Smart Shenzhen

As is evident from Table 3, Chinese smart cities plans and guidelines are often broad in scope with
few concrete timelines. In some cases, plans appear to be light on detail and may serve mainly to
authorize local agencies to explore initiatives within the scope of their departmental mandates.
Central government funding dynamics encourage municipal policymakers to reach widely when
identifying smart cities goals. For example, MOHURD rules for smart city pilot project
accreditation require that city governments must have a smart city development plan in place prior
to applying for funding.®> Even detailed plans make only vague reference to a timeline for
completion: Shenzhen’s 2018 New-Style Smart City Development Plan, for instance, only lists
2020 as a target for the completion of several initiatives included in the plan itself.%¢

Still, the level of detail provided by some city plans is sufficient to demonstrate serious
commitment to smart city services and systems. The same Shenzhen 2018 New-Style Smart City
Development Plan, for example, builds on several prior “Smart Shenzhen” planning documents
and reflects a mature vision for using ICT to enhance public services, city management, and
economic development in specific ways.?” Table 4 summarizes specific smart city initiatives listed

84 “Heze People’s Government Opinion on Strengthening Smart City Development (787 &1 A FGBURF < T Ings &Y
I T 1 R L),” Heze People’s Government (773 11 A FSEUR), November 1, 2017,
http://www.besticity.com/place/175496.html on 18 July 2019.

85 “[National Smart City Pilot Project Temporary Management Methods] ([E Z¢ 8 £ 1 15k 55 8 47 & B M),
Ministry of Housing and Urban-Rural Development of the People’s Republic of China, November 22, 2012,
http://www.mohurd.gov.cn/wjfb/201212/t20121204 212182.html.

86 «“Shenzhen People’s Government Notice on Issuing New-Style Smart City Development Plan (R T7 A FIEURF
T B[R HT R A I T R LS AR T SR %0),” Shenzhen People’s Government General Office, July 30, 2018,
http://www.besticity.com/place/232256.html.

87 Earlier smart city plans issued by Shenzhen include “Smart Shenzhen Planning Outline (2011-2020)” ( {#/ Z7%
YIFRINEL(2011-2020 4F)) ), “Smart Shenzhen Development Implementation Plan (2013-2015)” (8 2RI %

29



in Shenzhen’s 2018 plan, including projects related to public services (healthcare, education,
community, and weather), city management (public safety, operations management, transportation,
and water management) and economic development (industry, digital economy, and smart industry
parks). While the document did not identify specific funding sources for this effort, it describes a
competitive funding environment in which city officials were to attract private capital investment
and expand the establishment of separate levels of investment mechanisms to obtain national and
provincial level funding.3®

Among the plan’s projects supporting public services, commonalities include using the internet to
establish public-facing information resources and interactive services and sharing existing data
resources between institutions to improve coordination and service quality. Among initiatives
related to city management, themes include enhancing information sharing between organizations
and departments, and using loT-connected devices such as surveillance cameras, smart streetlights,
water sensors, and port security equipment to improve situational awareness and enhance
efficiency. Within the plan’s content related to economic development, projects aim to promote
integration between online and offline economic activity, use online platforms to share social data
resources, and ensure availability of ICT infrastructure to support businesses. Across all three
application areas, data collection, management, analysis, and sharing are at the heart of all of
Shenzhen’s smart city efforts, reflecting continuity between China’s smart cities initiatives and
other national informatization programs.

Table 4: Example Smart City Projects Identified in Shenzhen’s 2018 New Style Smart City
Development Plan®

Public Services
Healthcare: Set up regional health and family planning information platforms and data centers; set up information-
sharing mechanisms linking public health and medical institutions; set up a city-wide resident healthcare services
portal to provide online consultation, appointment-booking, diagnosis, and hospital admittance services; promote
the establishment of online hospitals and smart community clinics.

Education: Set up cloud service platforms for schools and society, including databases with model classroom
curricula; explore cloud-based market spaces for digital education resources; offer multimedia classrooms to 95
percent of elementary- and middle-school students; connect 90 percent of primary and second schoolers with online
study spaces.

S 7 %(2013—2015 4F)), and “Shenzhen New-Style Smart City Development Plan (2016-2020]” ( (&I BT
TS 3 73 e A 7 %8(2016-2020 4F)) ). See also: “[Notice from the General Office of the Shenzhen
Municipal People’s Government on Printing and Distributing the Implementation Plan for Smart Shenzhen
Construction (2013-2015)] GRYITT A RBUR 7R AT 25T B & IR B IS0 77 28(2013—2015 4F) I %n),”
Shenzhen Municipal People’s Government, August 12, 2017, http://www.besticity.com/place/73115.html; “[Case
Study: Lin Yi: Shenzhen — Building A New National Smart City] (4517 5= #REIRYI——F 15 [ 50 8 8 20
7i7),” Shenzhen Economic and Information Committee, November 30, 2017, http://www.besticity.com/info/192960.
88 «“Shenzhen People’s Government Notice on Issuing New-Style Smart City Development Plan (R T A FIEURF
T B[R KT R A I T R LS AR T SR SI),” Shenzhen People’s Government General Office, July 30, 2018,
http://www.besticity.com/place/232256.html.

8 See “Shenzhen People’s Government Notice on Issuing New-Style Smart City Development Plan (RYIN T A FGEL
I 5T B R T R T 8 W AR T R HIE ), Shenzhen People’s Government General Office, July 30, 2018,
http://www.besticity.com/place/232256.html.

30



Community: Set up community feedback communications channels and encourage residents to participate in
governance; set up assistance platforms to help handicapped and elderly residents obtain resources; set up legal
services platforms to provide public services and encourage local business entrepreneurship.

Weather: Upgrade the Shenzhen Weather app and WeChat account® to provide personalized weather services.

City Management
Public safety: Set up smart public safety systems covering public security, production safety, food and drug safety,
and geological safety hazards; build city-wide public surveillance systems and a third-generation public security
command center with full-area surveillance coverage, full network sharing, fully controllable processes, and 24/7
usability; increase the use of information related to social stability, terrorism, crime-fighting, and public security;
develop smart port management systems including intelligent infrared sensing equipment, nuclear detection
vehicles, UAVs, and robotic inspection equipment.

Operations management: Establish a smart city operations management center with functions for displaying city
operational status information, coordinating public services, and supporting decision-making; set up a government
management command center to integrate city information resources with resources from public service
organization and internet, enterprise, and telecommunications operators, to provide real-time city-wide situational
awareness; bolster data sharing and communications between management and public security command centers.

Transportation: Establish a comprehensively-managed, low-carbon green transportation system; upgrade
transportation ICT; promote the use of adaptive streetlights, parking sensors, digital display screens, and video
resources; establish an integrated transportation management center; promote the aggregation and sharing of traffic,
public security, and weather information; aggregate city-wide parking lot information and promote smart parking
to increase utilization rates; initiate autonomous vehicle demonstration and testing projects and accelerate the use
of Al for driverless vehicles to make such vehicles safer.

Water management: Promote sharing of water volume and quality information and GIS and video surveillance
data related to water pipe networks; set up a city-wide “smart sponge” platform to improve capabilities for water
management; implement real-time monitoring of important sewage discharge points.

Economic Development
Industry: Promote integration between internet and industry at the design, manufacturing, and logistics stages;
encourage internet-based design practices including resource sharing, internet-based design collaboration, crowd-
sourcing, and online 3D printing services; promote internet-coordinated manufacturing, customization, and
manufacturing-as-a-service; set up smart manufacturing demonstration projects.

Digital economy: Promote the sharing of government and other public data to encourage the development of value-
added innovations; establish big data exchanges to promote resource sharing; set up a smart city open source data
innovation service platform to promote the use of social data resources.

Smart industry parks: Ensure availability of fiber-optic broadband, next-generation wireless, and free Wi-Fi
infrastructure; encourage parks to offer cloud services to enterprises based on park-operated cloud platforms.

While the Shenzhen program is slated to run until 2020 and is therefore not subject to a full
governmental evaluation of its progress until that time, preliminary indications suggest that
Shenzhen’s smart city implementation efforts lead the country. A 2018 assessment report of
Chinese smart city development issued by the Chinese Academy of Social Sciences rated
Shenzhen’s smart city development standard as the highest in China.”! While it is unclear if these
assessments directly account for the effects of the Shenzhen smart cities plan or even its pre-

%0 WeChat is an increasingly ubiquitous multi-functional mobile application popular in China, incorporating
messaging, mobile payment, online shopping, and a variety of other functions into one mobile application. See
Arjun Kharpal, “Everything You Need to Know About WeChat — China’s Billion-User Messaging App,” CNBC,
February 3, 2019, https://www.cnbc.com/2019/02/04/what-is-wechat-china-biggest-messaging-app.html.

1 Chen Hai ¥4, “[Ping’an, Tencent, and Huawei Endow Capabilities: Shenzhen Smart City Development
Standard Ranked First in the Nation] ("2 HAE R AE:  RIIE ZE 0T & B/KF & 4 55 —),” Xinhua,
December 7, 2018, http://www.xinhuanet.com/money/2018-12/07/c_1210011297.htm.
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existing strengths as a hub of China’s information economy, it is clear that local and national
officials regard Shenzhen as a shining example of smart city development in China.

Growth in Key Technologies: The IoT, Big Data, and the Cloud

A small number of information and communications technologies (ICT) are repeatedly identified
as key enablers of Chinese smart cities projects, including the IoT, big data, and cloud computing.”?
Somewhat less consistently, mobile internet access and artificial intelligence (AI) are also
mentioned as important underlying technologies.” Figure 3, taken from Shenzhen’s 2018 smart
city development plan, illustrates the foundational role that these technologies are expected to play
in supporting smart city services.

Figure 3: Shenzhen’s Smart City Development Plans
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92 See “Shanghai Action Plan to Promote Smart City Development (2014-2016) (¥ T H#E3E2 2 i @ % AT 8011
%1[2014-2016]),” Shanghai Economic and Informatization Commission (_ 48 57 Ail{5 BALZ 71 2%), December 17,
2014, http://www.besticity.com/place/77910.html; “Hangzhou People’s Government Office Notice on Issuing
‘Digital Hangzhou’ (‘New-Style Smart Hangzhou’ First Period) Development Plan (#7017 A\ BRBUR I3 AT % T
R KB (B B R BTN — ) R LRI 38 A1), August 14, 2017,
http://www.besticity.com/place/241757.html; “Heze People’s Government Opinion on Strengthening Smart City
Development (772 17 A FOBUR & T 15 5 Bk 17 42 1 1 3 IL),” Heze People’s Government (73 17 A IRIBUF),
November 1, 2017, http://www.besticity.com/place/175496.html.

% Ibid.
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Source: Shenzhen People’s Government General Office.**

In Figure 3, the IoT, mobile internet, and cloud computing are identified as essential components
of Shenzhen’s smart city sensing network. This is true in other cities as well. Chinese planners
envision using IoT networks, specifically narrowband IoT (NB-IoT) 5G cellular networks,* to
collect data from vast numbers of smart sensors deployed throughout cities and transfer it to remote
cloud computing platforms for storage and analysis. Public-facing online platforms delivered via
mobile internet provide interfaces to enable users to access services and provide data. As shown
in the figure’s middle layer, by applying big data analysis techniques to cloud-hosted data, city
administrators can maintain situational awareness and gain insight into key urban indicators to
complete a wide range of management functions with improved efficiency, from environmental
monitoring and infrastructure maintenance to transportation system optimization and public
security surveillance. In some cases, smart cities systems may incorporate Al algorithms and
responsive loT devices such as smart traffic signals, surveillance cameras, and streetlights to
deliver services autonomously without human operators. Table 5 provides additional illustrative
examples of smart cities applications for key enabling technologies.

Table 5: Example Applications of Key Smart City Technologies

Technology Example Smart City Applications
Internet of Things | Networked video cameras; sensors and actuators supporting street and traffic light
automation, smart waste management, water, gas, and electrical infrastructure
monitoring, environmental quality monitoring; smart electrical metering; smart
manufacturing upgrades.
Big data Social credit information platforms; traffic signal optimization; spatio-temporal GIS
information platforms; police and fire incident analysis.
Cloud computing Video surveillance data storage; cloud-based storage and processing of IoT sensor data;
city- and district-level government data storage and computing centers; public cloud
centers for business parks.

Mobile internet E-government services; smart tourism services; community legal services; weather
information; cashless payments.

Artificial Smart surveillance cameras, streetlights, parking, and public transportation systems;
intelligence maintenance scheduling for smart infrastructure & smart manufacturing.

There are indications that China is making significant progress in developing and deploying the
ICT required to support smart cities projects, laying a firm foundation for future growth. Statistics
from the MIIT and other Chinese government agencies show that several industries that China’s

%4 See “Shenzhen People’s Government Notice on Issuing New-Style Smart City Development Plan (R T A FGEL
I 5T B R T R T 8 W AR T R 3B ), Shenzhen People’s Government General Office, July 30, 2018,
http://www.besticity.com/place/232256.html.

95 Generally speaking, narrowband IoT infrastructure allows for significantly lower power and bandwidth
requirements for devices connected to these networks. Perhaps more importantly, however, the Chinese
government’s emphasis on NB-IoT is an exemplar of its overall strategy that attempts to leverage first-to-market
status into overall global compliance with Chinese equipment standards. See John Chen, Emily Walz, Brian
Lafferty, Joe McReynolds, Kieran Green, Jonathan Ray, and James Mulvenon, “China’s Internet of Things,”
Research Report Prepared on behalf of the U.S.-China Economic and Security Review Commission, October 2018,
90-91,

https://www.uscc.gov/sites/default/files/SOSi_China%27s%20Internet%200f%20Things Executive%20Summary.p
df.
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leaders regard as critical component building blocks of smart cities® are expanding rapidly,
including China’s IoT, big data, and cloud computing industries.

¢ Internet of Things: China’s [oT industry has grown from approximately RMB 200 billion
($28.0 billion) in 2010, shortly after IoT was identified as a core development priority, to
nearly RMB 1.5 trillion ($209.8 billion) in 2018, according to a 2018 report from the China
Economic Information Service.”” MIIT also reported that ToT revenues increased by 73
percent year-on-year in 2018.%%

e Big data: Core industries in the big data sector are projected to grow by at least 25 percent
to reach RMB 720 billion ($100.7 billion) in 2019, according to a report from China
Electronic Information Industry Development (CCID), a think tank affiliated with MIIT.
Big data sales revenues are projected to reach RMB 1 trillion ($139.9 billion) by 2020,
under a 2017 MIIT development plan.”’

e Cloud services: China’s public cloud market reached RMB 43.7 billion ($6.1 billion) in
2018, an increase of 65.2 percent year-on-year, according to a white paper from the China
Academy of Information and Communications Technology (CAICT), another MIIT
research institute. CAICT projects that the market will nearly quadruple to reach RMB
173.1 billion ($24.2 billion) by 2022.1%°

While market growth statistics for ICT industries that support smart city industries are one crude
measure of smart city development, evidence suggests that market growth is augmented by large-
scale investment and deployment of technologies that are viewed as crucial for smart city
development. Regarding NB-IoT networks specifically, China’s major telecommunications
operators are rolling out the technology to hundreds of thousands of cellular base stations, in
accordance with MIIT guidance calling for nationwide coverage via 1.5 million NB-IoT-enabled
base stations by 2020.!°! China Telecom had upgraded at least 310,000 base stations for NB-IoT
by early 2018, while China Mobile planned to build more than 400,000 NB-IoT base stations in
2017 and 2018. 1°2 All three providers also offer integrated solutions to support specific smart city
use cases centered on NB-IoT. For example, China Unicom has developed a smart sewage drain
cover solution to provide real-time information on the location, orientation, and operating

% Jin Jiangjun 417, ed., Leading Cadre Reader for Network Security and Informatization (%% % fllg B 1 5%
B FF581%45) (Beijing: Central Committee Party School Press, 2017), 21.

97 “How China is Scaling the Internet of Things,” GSMA Connected Living Programme, July 2015, 4,
https://www.gsma.com/newsroom/wp-content/uploads/16531-China-lIoT-Report-LR.pdf. See also “China Expected
to See Rapid [oT Market Growth,” China Daily, modified September 15, 2018,
http://www.chinadaily.com.cn/a/201809/15/WS5b9c4e39a31033b4f4656317.html.

%8 “China’s IoT Revenue Soaring,” Xinhua, modified March 26, 2019,
http://www.chinadaily.com.cn/a/201903/26/WS5c99e245a3104842260b2aa3.html.

99 “China’s Big Data Sector to Expand Rapidly in 2019,” Xinhua, modified February 14, 2019,
http://www.chinadaily.com.cn/a/201902/14/WS5c652ef6a3106c65¢34e95f1.html.

100 ¢China’s Cloud Computing Market Close to $14b,” Xinhua, modified July 8, 2019,
http://www.chinadaily.com.cn/a/201907/08/WS5d22fe5ea3105895c2e7c4c2 . html.

101 Tom Rebbeck, “China Will Lead the World in NB-IoT, Which Will Benefit Chinese Vendors and the Ecosystem
Worldwide,” Analysys Mason, January 18, 2018,
https://www.analysysmason.com/Research/Content/Comments/China-IoT-benefits-RDMEO-RDRPO/.

102 Tom Rebbeck, “China Will Lead the World in NB-IoT, Which Will Benefit Chinese Vendors and the Ecosystem
Worldwide,” Analysys Mason, January 18, 2018,
https://www.analysysmason.com/Research/Content/Comments/China-IoT-benefits-RDMEO-RDRPO/.
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condition of drain covers. The company also offers end-to-end NB-IoT solutions for smart
streetlighting and electrical metering.!%

With respect to artificial intelligence, Chinese Al companies have benefitted from strong national
government interest in developing Al as a strategic industry and appear well-positioned to provide
support for smart cities programs. Under a “New Generation Artificial Intelligence Development
Plan” (G — 18N L& 88K € L Kl]) announced by the State Council in 2017, China has set
ambitious growth targets for its Al industry—including developing a RMB 1 trillion ($139.9
billion) domestic Al industry to become the world leader in Al by 2030.!%* Chinese computer
vision companies such as SenseTime, Megvii, CloudWalk, and Intellifusion have developed
world-leading algorithms for facial recognition, gait recognition, and vehicle and person
identification, and applied them widely within China’s public security surveillance market. To
help address concerns that a shortage of high-end Al talent may limit progress in the future, more
than 30 Chinese universities have established Al colleges under the guidance of China’s Ministry
of Education, and 35 universities will offer an undergraduate Al major starting in Fall 2019.10°
Taken together, both market growth and anecdotal indicators suggest that the development of
Chinese smart cities is accelerating through market growth, deployment progress, and educational
prioritization of critical underlying industries related to smart cities.

Coordinating Governance and Management: Leading Small Groups and Big Data
Management Administrations, and National and International Connections

Leading Chinese smart cities experts have identified data sharing and coordination across agencies
as critical challenges for smart cities growth. To help resolve these potential bottlenecks at the
municipal level, cities across China have established interdepartmental leading small groups that
are responsible for managing smart city initiatives within their jurisdictions, and can also maintain
contact with relevant experts and participate in top-level planning.!% For example, the city of
Qingdao’s Smart City Development Leading Small Group (7 5 T & 23 i @ w4 5 /N,
established in February 2013, is led by the city’s mayor and includes representatives from the
city’s development and reform commission, economic and informatization committee, and
numerous other administrative units including the city’s education, science and technology, and
public security bureaus.!%” Similarly, the prefecture-level city of Panzhihua in Sichuan province
established a Smart City Development Leading Small Group in 2017 under the leadership of the
city’s mayor, which is intended to “accelerate the integration of the city’s data resources and

103 Chen Xinjie and Yang Yang, “Smart Applications Proliferate: China Mobile IoT Report Series Product
Application Article (£ Fuild /3 2 N HI) AL o [ EGE R 2 5148 2 7 5 S TR ),” September 13, 2017,
http://www.cnii.com.cn/telecom/2017-09/13/content 1888574.htm.

104 «“State Council Notice on Issuing New Generation Artificial Intelligence Development Plan ([E 4% 5 5<F Bl & Hr
—MRN LR 88 & R MEIfJIE %1),” PRC State Council, July 20, 2017, http://www.gov.cn/zhengce/content/2017-
07/20/content_5211996.htm.

105 ¥i-Ling Liu, “China’s Al Dreams Aren’t for Everyone,” Foreign Policy, August 13, 2019,
https://foreignpolicy.com/2019/08/13/china-artificial-intelligence-dreams-arent-for-everyone-data-privacy-
economic-inequality/.

106 «“Shenzhen New-Style Smart City Development Leading Small Group Holds First Meeting (R T 387 284 85 2034,
MBS N ZE— IR WA FT),” Shenzhen Special Zone Daily (ZRV)##/X 78), modified November 9, 2016,
http://www.sz.gov.cn/cn/xxgk/zfxxgj/sldzc/szfld/cb/jghd/201611/20161109 5265003 .htm.

107 “Notice Regarding the Establishment of Qingdao Smart City Development Leading Small Group (35 3L &
TR B T @ w3 /N I %), Qingdao People’s Government Office (75 & 7 A IREBURF 77 A JT), February
10, 2013, http://www.besticity.com/place/73039.html.
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promote smart city development and big data industry development.”!%® Smart city leading small
groups have also been formed at the district government level when necessary to coordinate major
projects.'” For example, the Chengdu Hi-Tech Industrial Development Zone established a smart
city leading small group (¥R = X & B T i 9% /N 4) in 2019 to support high-level
planning, resource and information sharing, and critical project work.!'® At the provincial level,
several provinces (including Hunan, Liaoning, Hainan, Shandong, Jiangsu, and Guangdong) have
established Big Data Management Administrations (K% & 21 /&) to support big data and smart
city initiatives within their respective jurisdictions.!!!

Beyond municipal and provincial administrative bodies for smart cities projects within their
jurisdictions, organizational mechanisms for coordinating smart city development across localities
are less clear. It is likely that ministries such as MOHURD and MIIT play a role in setting smart
city standards and promoting best practices as an aspect of their involvement in project
certification and sponsorship, but their exact role in enforcing information- and standards-sharing
is unknown. !!'? Several national-level organizations have also been formed to exchange
information between smart city industry participants, promote industry standards, and encourage
development, including the China Strategic Alliance of Smart City Industrial and Technology
Innovation (H [ E 3 7 7= b AR 1) B G IE X ) established by MOST in 2012, the China
Smart City Industry Alliance (712 EZIH T LX) set up by MIIT in 2013, and a National
Standardization General Working Group on Smart Cities ([ 28 235 7 AR AL B A HE 2 20)
initiated by the NDRC, MOST, MIIT, and MOHURD in 2014.!"* Commercial enterprises
providing smart cities products and services to multiple city governments also likely play an
important role in cross-pollination between smart cities projects in different areas.

Internationally, many Chinese cities have been involved in exchange programs, conference events,
and cooperative pilot projects aimed at sharing smart city ideas and experiences with foreign city
administrators. For example, in June 2019, MOHURD and the district government of Shanghai’s
Pudong New Area sponsored the 2019 Smart City International BBS Shanghai Forum, which

108 «“Notice Regarding the Establishment of Panzhihua Smart City Development Leading Small Group (9%F Ff. 7. 2%
T A By i 1 A S /N 3B ), Panzhihua People’s Government Office (2257 46 T UM /0 A =), May 3,
2017, http://www.besticity.com/place/73132.html.

199 Districts ([X) are administrative divisions under large cities and directly-administered municipalities, while
prefectures (J1]) are administrative divisions under provinces and autonomous regions. See “[Administrative
Divisions of the People’s Republic of China] (“H 48 A\ [ ILFIE 4T EX £1I”), Chinese Government Network (-
BURF T k), June 2005, http://www.gov.cn/test/2005-06/15/content 18253 htm.

110 “Chengdu High and New Technology Zone Smart City Development Leading Small Group First Work
Promotion Meeting Held to Upgrade Smart City Development Capabilities and Levels (a8 =87 X 5 230 117 22 1%
BRGNS — IR AR HERE 2 H T A T4+ 8 2 T & & B 71 A17K-1),” Chengdu High and New Technology
Zone Multimedia Center (B =18 X @44 .0r), modified June 21, 2019,
http://www.chinahightech.com/html/gaoxinqu/cdgxq/cyjj/2019/0621/531440.html.

11 «“Why are Local Governments Establishing Big Data Management Administrations (75 A1 4y 23 5 37 K E s
B R),” Beijing News (#75 #%), modified October 19, 2018, http://www.xinhuanet.com/comments/2018-
10/19/c_1123580947 htm.

112 The extent to which these government bureaucracies actually enforce standards and information sharing is likely
directly related to the degree of competition that exists between the smart city initiatives of various localities,
although information on these competitive dynamics is difficult to obtain in available open source materials.

113 “China Strategic Alliance of Smart City Industrial and Technology Innovation,” 20135,
http://www.cscity.org.cn/index.php?m=content&c=index&a=lists&catid=2.
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brought together representatives for the city governments of Hefei, Shenyang, Chengdu, Huoshan,
Wenchuan, and Foshan, and current and former government officials from Japan, Singapore,
Portugal, and France. Discussion topics included energy conservation, smart tourism, smart city
upgrades for industrial cities, sustainable development, 5G infrastructure, international
standardization, Al, cross-border payments, and comparing Chinese and European smart cities.!!*

Chinese cities have also formed city-level smart cities partnerships with foreign cities and towns,
such as relationships between Bristol (UK) and Guangzhou,''> Manchester (UK) and Wuhan,!!®
and Paris and Beijing.!!” At the national level, China has also signed a number of strategic smart
cities partnership agreements, including a UK-China Smart City Memorandum of Understanding,
Memorandum of Germany-China Smart City Cooperation, U.S.-China Smart City Cooperation
Framework Agreement, and a Joint Statement Between the People’s Republic of China and the
Republic of India on Launching Smart City Cooperation.!'!® These partnerships appear to be
oriented mainly towards knowledge-sharing and trade opportunities, rather than data sharing or
transfers of specific technologies. For example, the Beijing-Paris agreement calls for funding a
joint research lab named City of the Future, while Richard Leese, leader of the Manchester City
Council, called the Wuhan-Manchester agreement a chance to identify shared ambitions,
respective strengths, and trade and business opportunities.!! For further discussion of China’s
promotion of its smart cities technologies abroad, see Chapter 4 of this report.

Commercial Enterprise Involvement

China’s smart cities initiatives are supported by a robust domestic ecosystem of commercial ICT
enterprises. While foreign firms such as IBM and Cisco reportedly played a significant role in
introducing smart cities concepts to China, and international companies such as Microsoft,
Amazon, Deloitte, and Bosch continue to provide technology and consulting services, Chinese
companies are currently the dominant players in China’s smart cities market.!2°

A 2018 list of top Chinese e-government and smart cities solutions providers from Chinese
industry research firm Qianzhan Industry Research Institute includes well-known technology
brands such as Huawei, ZTE, Inspur, and Lenovo alongside state-owned telecommunications

114¢2019 International Smart City Expo — Shanghai Pudong,” MWC Shanghai,
https://www.mwcshanghai.com/exhibition/smart-city-expo/.

115 “Bristol is Open Announces its First Partnerships,” University of Bristol News, March 16, 2015,
https://www.bristol.ac.uk/news/2015/march/bristol-is-open.html.

116 “wyhan, Manchester to Deepen Cooperation in Urban Development,” Xinhua, February 27, 2018,
http://www.xinhuanet.com/english/2018-02/27/c_137003983.htm.

117 “paris and Beijing Sign Partnership Agreement on Al and Smart Cities,” Smart Cities World Forums, June 20,
2018, http://www.smartcitiesworldforums.com/news/smart-cities-europe/finance-policy-eu/922-paris-and-beijing-
sign-partnership-agreement-on-ai-and-smart-cities.

18 Cui Ying, “Development and Practice of Smart City in China,” CAICT Industry and Planning Research Institute,
November 3, 2017, https://www.itu.int/en/ITU-D/Regional-
Presence/AsiaPacific/SiteAssets/Pages/Events/2017/0ct2017CHOT/CHHOT/15.Session5-
5%20Development%20and%20Practice%200f%20Smart%20City%20in%20China-%E5%B4%94%E9%A2%96 V2
red.pdf.

119 “paris and Beijing Sign Partnership Agreement on Al and Smart Cities,” Smart Cities World Forums, June 20,
2018, http://www.smartcitiesworldforums.com/news/smart-cities-europe/finance-policy-eu/922-paris-and-beijing-
sign-partnership-agreement-on-ai-and-smart-cities; “Wuhan, Manchester to Deepen Cooperation in Urban
Development,” Xinhua, February 27, 2018, http://www.xinhuanet.com/english/2018-02/27/c_137003983.htm.
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giants China Telecom, China Unicom, and China Mobile.!?! Internet companies such as Baidu,
Alibaba, and Tencent have also made inroads based on their experience with Al, big data, and
cloud computing technologies; their mobile user bases; and their vast reserves of Chinese
consumer data.'?> Other market leaders include cloud solutions providers such as Alibaba Cloud
and supercomputer developer Sugon, Al firms such as voice recognition provider iFlyTek, and
surveillance specialists such as Hikvision and Dahua Technology.!?* Table 6 provides examples
of leading enterprises within several technology sectors.

Table 6: Leading Chinese Enterprises in Key Smart City Technology Domains

Technology Leading Enterprises
Internet of Things & | Huawei, China Mobile, Inspur, China Unicom, Tencent, ZTE, H3C, Sugon, Alibaba
mobile infrastructure | Cloud, Hikvision, Dahua'?*

Big data Neusoft, Tencent, Huawei, Inspur, Beiming Software, H3C, Sugon, Taiji, Digital China,
Alibaba Cloud'?*
Cloud computing Sugon, Alibaba Cloud, Tencent Cloud, Huawei, UCloud, China Telecom, Amazon Web

Services, Kingsoft, Microsoft Azure, Baidu Cloud!2¢
Artificial intelligence | Alibaba, Baidu, Tencent, iFlyTek, Huawei, SenseTime, Megvii, Intellifusion, CloudWalk,
Yitu, Hikvision, Dahua!?’

China’s defense conglomerates have also leveraged their experience as systems integrators to
participate in China’s smart city market. The state-owned defense electronics conglomerate China
Electronics Technology Group Co., Ltd. (CETC) established its own Smart City Research Institute
(b L Y R B T R FCBE A FR A &) in April 2016, and has since partnered with city
governments in Shenzhen, Fuzhou, and Jiaxing to design and implement model smart cities in
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19, 2019, https://www.qianzhan.com/analyst/detail/220/190618-4ce4b615.html.

122 “BAT in Smart Cities — After Alibaba and Tencent, Shanghai Welcomes Baidu (2 3 7 B[] BAT—4k[if B
MBI G, R EE),” Leiphone.com (75 #: ™), modified November 28, 2018,
http://tech.ifeng.com/a/20181127/45239217 0.shtml?tp=1544371200000.
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G RERMY (T 0nE. SIS EX L. 584875 ), Qianzhan Industry Research Institute, modified
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these municipalities,!?® designing and integrating smart police services, law enforcement, and
governance platforms with other smart city infrastructure.!?® Similarly, in Tibet, the Lhasa
municipal government has formed a joint venture with CETC to manage core aspects of its latest
“new model smart city” development program.'*® CETC’s 54th Research Institute, a major
supplier of military communication systems to the People’s Liberation Army (PLA), has
reportedly taken a leading role in designing Lhasa’s overall smart city architecture.!®!

In addition to CETC, state-owned aerospace defense conglomerates China Aerospace Science and
Industry Corporation, Ltd. (CASIC) and China Aerospace Science and Technology Corporation
(CASC) have also developed smart cities business lines. CASIC, for instance, has designed smart
cities concepts that include smart public security, transportation, and governance programs for
more than twenty Chinese cities, including Wuhan, Hangzhou, Shenyang, and Shaoxing, and
CASC established a dedicated smart cities subsidiary—Shenzhen Aerospace Smart City System

Technology Co., Ltd. (ARIINTRE BT RSB AR T e A PR A 7])—in 2016.132

While not all of these companies are necessarily state-owned, many of them are, and those that are
not state-owned nevertheless boast close ties to the governing apparatus. Many of these companies
have used close relationships with local and central development initiatives to help develop smart
cities technologies, and many of them are some of the largest companies in the world in their
respective areas of technical expertise. Taken together, these formal and informal members of the
“national team (& 28 )\ )33 represent some of the Party’s most successful attempts to use private
means to develop economic strength in information and communications technology by allowing
these firms to dominate in a large, domestic smart city market.

Successes to Date, Challenges Ahead

On the whole, China has made considerable progress in implementing smart city solutions to
improve city management and better the lives of Chinese urban residents. As of November 2018,
100 percent of Chinese cities at the vice-provincial level and 90 percent of prefecture-level cities
(more than 700 cities in total) had either put forward smart city development plans or were in the

128 “About Us: Company Profile,” The Smart City Research Institute of China Electronics Technology Group
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process of building smart city projects, according to Xu Zhenqiang, deputy director of the Digital

City Center at the China Urban Science Research Association.

134

Recent examples of successful smart city projects in major Chinese cities abound. For example:

Hangzhou’s “City Brain” platform, initially developed by Alibaba in 2016,'3 now uses Al
algorithms to manage more than 1,000 road signals around the city, shortening commutes,
detecting potential traffic accidents, and improving emergency response times by up to 49
percent.!3¢ The city was previously ranked the fifth most-congested city in China but has
fallen to 57th since the system was launched.'®’

On December 1, 2016, the Shanghai municipal government began offering streamlined
government services for residents through a Citizen Cloud platform accessed by mobile
app. The platform includes more than 100 government services, including drivers’ license
details, health records, and local services.!3®

Beginning in 2010, Guangzhou launched a regional health information platform to store
electronic health records for re